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1. INTRODUCTION

In cryptography, a finite field, or Galois field, is used in the Rijndael algorithm (Advanced Encryption
Standard - AES) and ECC (Elliptic Curve Cryptography). Various studies on the Galois Field can be seen in
Aidoo & Gyam’s paper entitled "Construction of Irreducible Polynomial in Galois Field GF(2™) Using
Normal Bases", which proposes how to construct irreducible polynomials in GF (2™) using normal bases [1].
Furthermore, Chandoul & Sibih in the paper "Note on irreducible polynomial over finite field" proposes how
to expand the criteria of irreducibility over finite fields [2]. As well, Nithya & Ramadoss in a paper entitled
"Extension fields and Galois Theory", reviews how an expansion field is formed from smaller fields and
discusses finite fields in Galois Theory [3]. In addition, Dey & Ghosh in a paper entitled "Search for Monic
Irreducible Polynomials with Decimal Equivalents of Polynomials over Galois Field GF (p?)", proposes how
to find monic and irreducible polynomials over Galois Field GF(p?) [4].

Other studies presented how the Galois field is used in cryptography, such as in the Rijndael algorithm
and ECC (Elliptic Curve Cryptography). The paper "Hardware Implementation of Galois Field Multiplication
for Mix Column and Inverse Mix Column Process in Encryption-decryption Algorithm" [5], proposed a
method for implementing Galois Field Multiplication with the help of Matlab and Field Programmable Gate
Array (FPGA) devices. Furthermore, a paper entitled "AES S-Box Hardware with Efficiency Improvement
Based on Linear Mapping Optimization" [6] proposes how to design a new S-Box in the AES algorithm based
on Linear Mapping optimization. Likewise, a paper entitled "Improved Rijndael by Encryption S-Box Using
NTRU Algorithm" [7] proposes using the NTRU algorithm to improve the Rijndael Algorithm with S-Box
encryption. On the other hand, a paper entitled "Modification of Advanced Encryption Standard (AES)
Algorithm with Perfect Strict Avalanche Criterion S-Box" [8] proposes how to modify the AES Algorithm
with Perfect SAC (Strict Avalanche Criterion) S-Box.

The AES algorithm uses the Galois Field GF(2™), where m = 8. Likewise, in the papers mentioned
above, it appears that there has been no research on how to construct an S-box in the AES algorithm, which
uses the Galois Field GF(2™) for m = 2,4 and 6. In this paper, we will explain how to construct an S-box
in the AES algorithm which uses the Galois Field GF(2™) form = 2,4 and 6. Based on these results, later
it can be developed for S-box construction in the AES algorithm which uses the Galois Field GF(2™) for
m > 10.

2. RESEARCH METHODS

This section covers the topics of group theory, ring theory, field theory, polynomial rings, and
extension fields. Furthermore, the Galois Field GF(2™) form = 1,2,3,4,5 and 6 is also presented. The
following definitions are taken from Ref [9].

Definition 1. A group G is a set with a binary operation (generally called product) G X G - G,
(a,b) = a-bfora,b € G which satisfy the following three axioms.

(G1) The product is associative: a - (b - ¢) = (a - b) - c,foreverya,b,c € G.
(G2) There is an identity elementeinG:a - e = e - a = a,foreverya € G.
(G3) Each elementain G hasaninversea™ € G: a a™* = a™! - a = e.

We generally denote the above group G as (G,-,e), and a - b is denoted by ab for convenience. A group G is
called abelian if ab = ba foralla,b € G.

Example 1. We have the following familiar examples of groups: (Z, +,0), (Q, +,0), (R,+,0), (C, +,0),
@’ 1), (R, 1), (€, 1).
Definition 2. A ring R is a set with two binary operations, + and -, satisfying:

(R1) (R,+,0) is an abelian group,

(R2) associativity under multiplication: (ab)c = a(bc) forall a,b,c € R,

(R3) distributivities: a(b + ¢) = ab + acand (a + b)c = ac + bcforalla,b,c € R.
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The ring R is usually denoted as (R, +,-). From now on, we always assume that R is a ring. A ring R
is called commutative if ab = ba forall a,b € R.

Example 2. We can easily see that the following number systems are rings: (Z, +,-), (Q,+,"), (C,+,),
(R, +,9), (Zy, +,).

Definition 3. A finite field F is a system (F,+,") where F is a finite set and +,- are binary operations on F
such that all of the field axioms hold for both addition and multiplication. The field axioms include
associativity, commutativity, distributivity, identity, and inverses. In other words, the finite field must satisfy
the following properties:

1. (F,+) is an abelian group where 0 is the identity element.
2. LetF* = F — 0. (F*,”) is an abelian group where 1 is the identity element.
3. Forall elements a,b,c € F,(a + b) -c=a-c+ b - c.

Example 3. A simple example of a finite field is Z, = {0, 1}. Addition in this field is like XOR (0 + 0 =
1+ 1=0and1 +0 =0+ 1 = 1).Multiplication in this field islike AND (1 - 1 = 1and0 - 0 =
1-0=0-1 = 0).ltcanbe proved that all the properties of finite fields are satisfied in Z,.

LLemma 1. The element of Galois Field GF (22) is defined as GF (22) = {0,1}u{2,3}.

A polynomial is defined as irreducible if it cannot be factored into nontrivial polynomials over the same field.
In the finite field GF (2), x? + x + 1 is irreducible, but x2 + 1 is not, since (x + 1)(x + 1) = x% + 2x +
1 = x2 + 1 (mod 2). Furthermore, the third-degree polynomial on GF (2) which is an irreducible polynomial
isp(x) = x3 + x + landp(x) = x3 + x? + 1,butp(x) = x3+1,p(x) = x>+ x®> + x + lare
not irreducible polynomials. The first few numbers of irreducible polynomial (mod 2) forn = 1,2, 3,4, 5 and
6 are 2,1,2,3,6 and 9. The following table (Table 1) presents irreducible polynomials of degrees 4, 5, and 6
over GF (2). In general, the number of irreducible polynomials of degree n over the finite GF(q) is given

by:
Lq(n) = % Zu (g)qd

d|n
where p(n) is the Mobius function. For further information, it can be obtained at [10].

Table 1. Table of Irreducible Polynomial degrees 4, 5, and 6 over Z,.

Regular (Decimal) Binary Vector Polynomial Form
19 10011 xt+x+1
25 11001 xt+x3+1
31 11111 xt+x3+x?4+x+1
37 100101 x5 +x2+1
41 101001 xS +x3+1
47 101111 O+ xd+x?+x+1
55 110111 xC+xt+x?+x+1
59 111011 xC+xt+x3+x+1
61 111101 xS +xt+x3+x%+1
67 1000011 x+x+1
73 1001001 x®+x3+1
87 1010111 x+xt+x?+x+1
91 1011011 x0+xt+x3+x+1
97 1100001 x®+x5+1
103 1100111 x+xS+x2+x+1
109 1101101 x®+ x5+ x3+x%2+1
115 1110011 x+xS+xt+x+1
117 1110101 x®+x5+xt+x%+1

Example 4. Suppose it is known that the finite field Z, = {0, 1}. The polynomial of degree 2 over Z,
namely p(x) = x2 + x + 1 is an irreducible polynomial over Z, such that it has no internal roots Z, =
GF(2). Choose « in the extension field F so that p(a) = &®* + a+ 1 =0 or o? = a+ 1. Consequently,
a2 =ac?) = ala+1) =a®+a = (a+ 1) + a = 1. That means the extension field has members 0, 1, «
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and o2 (or a + 1) so that the extension field that is formed, namely F = {0, 1, o, @} contains Z,. In this
case, p(x) = x? + x + 1issaid to be a primitive polynomial, namely a polynomial that constructs all the
elements of an extension field from a base field. The sum of the elements in F can be stated in Table 2 while
the multiplication of the elements in F can be stated in Table 3. Inaddition, F* = F-{0} ={l, ¢, + 1} =
{1, o, &*} can be considered as groups under the multiplication operation. Furthermore, the F* group is a
cyclic group with order 3 which is a prime number so that every element that is not an identity element,
namely aand « + 1, is a generator element. Based on Theorem 1, F isomorphic with GF(22) ={0,1,2,3}.
GF(2?) can also be expressed in binary system {00,01, 10, 11}. Furthermore, Figure 1 presents the relation
between Z, = GF(2) = {0,1} and GF(2%?) = GF(4) ={0,1,0,a + 1}. Various information about the
definition of ring homomorphisms, polynomial rings, expansion fields, ring quotients can be seen in Ref [11].

Table 2. Addition Operation in Extension Field GF(22).

+ 0 1 a a+ 1
0 0 1 a a+1
1 1 0 a+1 a
a a a+1 0 1
a+1 a+ 1 a 1 0

Table 3. The Multiplication Operation in the Extension Field GF(22).

0 1 (74 a+ 1
0 0 0 0 0
1 0 1 a a+1
a 0 a a+1 1
a+ 1 0 a+1 1 a
GF (4)
GF (2)
a a+1
@ @

Figure 1. Relationship between Z, = GF(2) and GF (2%) = GF(4).

Theorem 1. The element of Galois Field GF (p™) is defined as
GF@™ ={0,1,...p—13uf{pp + 1,..,p + p—1Ju..u{pvLp* 1+ 1,p" 1 +p—1}L
where p is a prime number and n is a positive integer.

Theorem 1 gives the results obtained about the Galois Field GF(2™) withm = 3,4, 5 and 6 which are given
in the following examples.

Example 5. The polynomial of degree 3 over Z,, namely p(x) = x3 + x + 1 is an irreducible polynomial
over Z, such that it has no internal roots Z, = GF(2). Choose a in the extension field F from Z, so that
p(@) = +a+1=00ra®=a+1. Thenwe get o* = a(a®) = a(a+1) = ® + a,® = d?(®) =
Ala+1D) =+ ad?=(a+ 1)+ a® = a?+ a+ 1. Likewise,
=@ =dBa+)=ac*+=((+a)+ (a+1) =2+ 1,
d =" @)= (a+ )=+t =((@F+a+1)+ (®+a =1
It means that the extension field formed is F = {0,1, o, @, a+ 1, &* + a, & + a+ 1, &* + 1} which
contains Z,. In this case, p(x) = x3 + x + 1 is said to be a primitive polynomial. The sum of the elements
in the extension field, namely F, can be stated in Table 4, while the multiplication of the elements in F can

be stated in Table 5. In addition, F* = F-{0} = {1, o, &2, &2, a*, &, a®} can be viewed as a group under the
multiplication operation. Furthermore, group F* is a cyclic group with order 7. As a result, every element that



BAREKENG: J. Math. & App., vol. 18(4), pp. 2329- 2344, December, 2024. 2333

is not an identity element, namely ¢, o, o + 1,0% + a,a* + a+ 1 and o? + 1, is a generator element of
group F*.

Table 4. Addition Operation in Extension Field GF(23).

+ 0 1 a a+ 1 o 2 +1 2+ a Z+a+1

0 0 1 a a+ 1 o @+ 1 &+ a A +a+l

1 1 0 a+ 1 a @+ 1 o A+ a+ 1 &+ a

a a a+ 1 0 1 &+ a Z+a+1 o o+ 1

a+ 1 a+ 1 a 1 0 A+ a+1 ¢+ a o+ 1 o

o o? 2+ 1 Ft+a FAH+a+l 0 1 a a+ 1

Z + 1 o+ 1 & A+a+1 &+ a 1 0 a+ 1 a

P+ a A+ a A+a+l e A+ 1 a a+ 1 0 1

4+ a+ 1 A +a+l 2+ a o+ 1 i a+1 1 0
Table 5. The Multiplication Operation in the Extension Field GF(23).

0 1 a a+1 o 2 +1 2+ a Z+a+ 1

0 0 0 0 0 0 0 0 0

1 0 1 a a+ 1 o @+ 1 @+ a A +a+1

a 0 a o &+ a a+1 1 A +a+1 o+ 1

a+1 0 a+1 &+ a 2+ 1 4+ a+1 o 1 a

o 0 o a+1 F+a+1 &+ a a @+ 1 1

Z + 1 0 Z + 1 1 o a A+ a+1 a+ 1 &+ a

&+ a 0 A+a A+a+1l 1 A+ 1 a+ 1 a o?

4+ a+1 0 d+a+l A+ 1 a 1 Z + a 2 a+1

Based on Table 5 it can be determined the inverse of each element in the finite field F. The inverse of
element 1 is 1 itself, the inverse of ris &® + 1, the inverse of o + 1 is & + ¢, the inverse of o2 is & + a +
1, the inverse of &® + 1 is ¢, the inverse of &> + «ais @ + 1 and the inverse of ? + o+ 1 is &?. Galois
Field F is isomorphic with Galois Field GF(23) = {0,1,2,3,4,5,6,7} and can be expressed in Binary
System {000, 001,010,011,100,101, 110, 111}. The relationship among Z,, GF(2?) = GF(4), GF(23) =
GF(8) and GF(2*) = GF(16) is presented in Figure 2. In this case, GF(2) = {0,1} € GF(2?%) =
{0,1,q,a + 1} € GF(2%) = {0, L, q,a+ 1,2, + 1,0* + a® + a+ 1}

GF (8)

GF(4)
ar2+a ar2
L

ar2+a+1

L 2

Figure 2. Relationship between Zz, GF(22), and GF(23).

Example 6. The polynomial of degree 3 over Z,, namely p(x) = x3 + x2 + 1 is an irreducible polynomial
over Z, such that it has no internal roots in Z, = GF(2). Results analogous to Example 3 can be obtained.
Likewise, the results are presented in Table 6. Based on Table 6, the inverse of each element can be
determined. Element 1 has inverse 1, element « has inverse o + «, element & has inverse « + 1, element
a® + 1 has inverse &® + o + 1, element & + ¢+ 1 has inverse o® + 1, element  + 1 has inverse «? and
element o + a has inverse «. This Galois Field is isomorphic to the Galois Field GF(23) =
{0,1,2,3,4,5, 6,7} and can be expressed in the binary system {000,001,010,011,100,101,110,111}. As
a result, the Galois Field formed in Example 5 and Example 6 are mutually isomorphic.

Table 6. Power Form, Polynomials, Vectors, and Regulars in GF(2%).

Power Form Polynomial Form Binary Vector Regular
0 0 000 0
a 1 001 1
at a 010 2
a? o? 100 4
a ? + 1 101 5
at &+ a+1 111 7
@ a+1 011 3
a® a + a 110 6
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Example 7. The polynomial of degree 4 over Z,, namely p(x) = x* + x + 1 is an irreducible polynomial
over Z, such that it has no internal roots in Z, = GF(2). Next, choose « in the extension field F of Z, so that
p(a) =a*+a+1=0or = a+ 1. Furthermore,

)

@ =a(d*) = ala+ 1) = + «a
a® =) = dla+1) =+
7

2
o
ad =ad@) =dBa+1) =+ 8

=(a+ D)+ =+ a+1,
ald = 0{11(0(4)2 0{11(0(+ 1): at? + o't
=@+ +a+)+ (@ +F+a) =1

That means, the field that is formed is F = {a + ba+ ca?® + da|a, b, c and d € Z,} which contains
the field Z, and has 2* = 16 elements. In this case, p(x) = x* + x + 1 is said to be a primitive polynomial.
On the other hand, F* = F — {0} can be considered a group under the multiplication operation. The F* group
is a cyclic group with order 15, which is not a prime number, so we can look for elements from F* that are
generator elements and elements that are not builders of F*. Elements that are generated are
a,a?, o, d’, B, a't, ot and o' while o2, o®, o, at®, at? are not generator elements. It means that o is
a generator if gcd(k, 15) = ged(k, 2* — 1) = 1 otherwise, it is not a generator. Table 7 shows how the «
elements are the generators of F*. Based on Table 7 and the fact that o> = 1, it is easy to determine the
inverse of each element in a finite field F. For example, the inverse of « is a'* (or & + 1). Galois Field
(23) is isomorphic with Galois Field GF(2*) = {0,1,2,3,4,5,6, 7,8,9,10,11,12,13,14, 15} and can be
expressed in the binary system {0000,0001,0010,0011,0100,0101,0110,0111,1000,1001, 1010,
1011,1100,1101,1110,1111}. GF(2*) is isomorphic to the GF formed by the irreducible polynomial
p(x) = x* + x3 + 1. The relationship among Z,, GF(2%) = GF(4), GF(23) = GF(8) and GF(2*) =
GF(16) is presented in Figure 3. In this case, GF(2) = Z, ={0,1} €S GF(2>) ={0,1,q,a +1} C
GF2®)={0,L,qa+1, +1,*+aa?+a+1}SGFRH ={0,1,q,a +1, %, c* +1,* +
adlt+a+1l,d,3+1,+ad+a+l,d+dt,3+d*+ 1,3+ +adld+ad?+a+1}.

Table 7. Power Form, Polynomials, Vectors, and Regulars in GF(2%).

Power Polynomial Form Binary Vector  Regular

Form
0 0 0000 0
o 1 0001 1
at a 0010 2
o? o? 0100 4
ol ol 1000 8
ot a+1 0011 3
ao® &+« 0110 6
a® o + o 1100 12
o ad +a+1 1011 11
o oa? + 1 0101 5
o’ @+ «a 1010 10
o0 A+ a+1 0111 7
all A+ +a 1110 14
al? A+t +a+1 1111 15
o3 a + a? + 1 1101 13
ot ad + 1 1001 9
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GF (16)

Figure 3. Relationships among Z,, GF(22), GF(2%), and GF(2%).

Example 8. The polynomial of degree 4 over Z,, namely p(x) = x* + x3 + x? + x + 1 is an irreducible
polynomial over Z, such that it has no internal roots in Z, = GF(2). It is chosen « in the extension field F
of Z, sothatp(a) = a* + B+ ?+a +1=00r a* = &® + & + a+ 1. Furthermore, o® = a(a*) =
A+ +a+)=d"+lP+P+a=aC+F+a+1+a® + a®+ a = 1. Itmeansthat ais
not a generator of the group F* = F - {0}. However,

(a+ D' = a+1,

(a+ 1D? = &*+1,

(a+ 12 =(a+1D?(a+1) =P+ 1D(a+1)
=Pt+a+F+1=>+F+a+1,

(a+ DY¥=(a+ DH¥(a+ D) =(F +x)(a+1)

=d'+dF+l+a

=+ +a+1+P++a=1
Consequently, F* = F - {0} can be considered as a group under multiplication and is constructed by « + 1
and has members a+ 1, (a+ 1)? (or &2 + 1), (a+1)% (or && + &?+ a+ 1), (a+ 1)* (or & + &+ a), (a +1)°
(ora®+ 2+1), (a+1)°(ora®), (a+1) (or 2+ a+1), (a+1)8(or o®+1), (a+1)°(or &), (a+ 1) (or
a+ ), (a+ 1) (or &+ a+1l), (a+1)?(or a), (a+ 1)= (or & + ), (a+ 1) (or &® + ) dan (a + 1)®
(or 1).

Table 8. Power Form, Polynomials, Vectors, and Regulars in GF(2%).

Power Form Polynomial Form Binary Vector Regular

0 0 0000 0
(a+1)° 1 0001 1
(a+1)* a+1 0011 3
(a+ 1)? a?+1 0101 5
(a+ 1)3 A+t +a+1 1111 15
(a+ 1)* A+ +a 1110 14
(a+1)° aA+at+ 1 1101 13
(a+ 1)° a 1000 8
(a+ 1) +a+1 0111 7
(a+1)8 @ +1 1001 9
(a+1)° a? 0100 4
(a+ 1)1 B+ P 1100 12
(a+ 1)1 @+ a+1 1011 11
(a+1)*2 a 0010 2
(a+1)13 o+ a 0110 6
(a+ 1™ &+ a 1010 10

The extension fields that are formed are
F={a+ba+ca®+dd®|a,b,candd € Z,}

which contains the field Z, and has 2* = 16 elements. In this case, p(x) = x* + x3 + x? + x + 1 is said to
be an irreducible polynomial but not a primitive polynomial. On the other hand, F* = F - {0} can be
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considered as a group under the multiplication operation. Furthermore, the F* group is a cyclic group with
order 15, which is not a prime number, so that elements from F* which are generator elements and elements
that are not generators of F* can be found. The generator elements are (a + 1), (a+ 1)%, (a + D%, (a+ 1),
(a+ D8 (a+ DY, (a+ 13, and (a+ 1) whereas (a + 13, (a + 1)°, (a+1)°, (a+ 1),
(a + 1)'2 are not generator elements. It means that (a + 1)* is a generator if gcd(k, 15) = ged (k, 2% —
1) = 1 otherwise it is not a generator. Based on Table 8 and the fact that (« + 1)1° =1, it is easy to determine
the inverse of each element in a finite field F. For example, the inverse of a + 1 is (¢ + 1)** or & + a and
the inverse of (o + 1)?2 or &2 + 1is (e + 1)13 or &? + a. GF(2*) is isomorphic to the GF that is formed by
the irreducible polynomial p(x) = x* + x3 + 1. On the other hand, it is also isomorphic with the GF formed
by the irreducible polynomial p(x) = x* + x + 1.

Example 9. The polynomial of degree 5 over Z,, namely p(x) = x° + x3 + 1 is an irreducible polynomial
over Z, such that it has no internal roots in Z, = GF(2). Itis chosen « in the extension field F of Z, so that
p(@)=a®*+a?+1=00ra® = o* + 1.Furthermore,

d=a(@)=add+1)=+ a,
a' = ()= A +1)=o*+ &,

=)= (c*+1) a=a*+q,
A== (*+a)a=a’+ol=a?+1+a’=1.

In other words, the extension field that is formed is
F={a+ba+ca’+da®+ea*|a,b,c,dande € Z,}

which contains the field Z, and has 2> = 32 elements. In this case, p(x) = x> + x? + 1 is said to be a
primitive polynomial. Table 9 fully states how the « element as a generator of F*. Based on the fact that
a3t = 1, it is easy to determine the inverse of each element in a finite field F. For example, the inverse of «
is o0 or o* + a, and the inverse of o2 is a?° or o + 1.

This study only takes the example of GF(2%) which is constructed using a degree 5 primitive
polynomial, namely p(x) = x> + x2 + 1. In the same way, GF(2%) can be constructed using another
primitive polynomial, namely p(x) = x> +x3 + 1, p(x) = x> + 23+ x2 + 1, p(x) = x> + x* + x2 + 1,
p(x) =x°+x*+x3+x+1, and p(x) =x°>+x* +x3+x%2+ 1. Table 9 presents the power, the
elements formed, the vector, and the score obtained from the vector. Furthermore, Figure 4 presents the
relationship among Z,, GF(22), GF(2%), GF(2*), and GF (2°).

Table 9. Power Form, Polynomials, Vectors, and Regulars in GF(2%).

Power Polynomial Form Binary Regular
Form Vector
0 0 00000 0
a® 1 00001 1
ot a 00010 2
o? o? 00100 4
o o 01000 8
ot ot 10000 16
ob a’+1 00101 5
o o+ a 01010 10
o at + o 10100 20
a® @+ o+ 1 01101 13
o at+ad+a 11010 26
a0 at + 1 10001 17
ol A+ a+1 00111 7
ot? @+ + q 01110 14
o3 at + B+ 11100 28
o't ad++a?+1 11101 29
oS dt+E+E+a+1 11111 31
ot A+l +a+1 11011 27
o’ at +a+1 10011 19
al® a+ 1 00011 3
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Power Polynomial Form Binary Regular
Form Vector
ot &+ a 00110 6
a?0 oa® + o 01100 12
o?t at + &8 11000 24
o?? at +a? + 1 10101 21
o?3 c+add+a+1 01111 15
ot A+ + P+ a 11110 30
a?s ot + B+ 1 11001 25
a?t A+ +a+1 10111 23
o?7 ad+a+1 01011 11
o*8 at+ 2+ a 10110 22
o?® B+ 1 01001 9
o at + «a 10010 18
GF (32)
ar4+1 ar+at3+at2+a+1 ar4+a
° ® arg+an3+ar2+1 ®

GF (16) ®

ar4+at3+a at+ar3+ar2

AL GF(B) gr3ean2+t

ar4+a+1

@
L]
ard+ar2+a ar+ah2+1
@
ar3+ah2 e
@
ar4+at3+1 GA3+O:2+G ar4+at2+a+1
® L}
ar4 ard+ar3+a+1 AM+ A3+ ar4+at2
] [ ] ® ®

Figure 4. Relationships among Zz, GF(22) = GF(4), GF(23) = GF(8), GF(2*) = GF(16)and GF(2%) =
GF(32).

Example 10. The polynomial of degree 6 over Z,, namely p(x) = x® + x + 1 is an irreducible polynomial
over Z, such that it has no internal roots in Z, = GF(2). Next, select in the extension field F of Z, such that
p(a) = ® + a® +1 =0o0ra® = o + 1. Furthermore,

a = a(d®) = a(d® +1) = oa* + «a,

® = d?®) = AP+ 1) = +

=@ =2 +D)=C+F=(+1)+F =1,

A= 27 = B5= o =5 =3 = 7% =1.
In other words, the extension field that is formed is

F={a+ba+ca*+da®+ ea*+fa°|ab,cdeandfinGF(2)}

which contains field GF(2) = Z, and has 2° = 64 elements. However, because it undergoes summarization,
field F only has 10 elements so it becomes

F=1{01a0ddad"ad®+1,c*+ a,a® + o2},

In this case, p(x) = x® + x3 + 1 is not a primitive polynomial because «® = 1. Table 10 presents how
the elements o™ wheren = 0,1,2,3,4,5,6,7,8 and 9 such that «® = & = 1. Consequently, the inverse of
aisd® = o + o?, theinverse of o2 is o’ = o* + a, the inverse of o® is a® = o + 1 and the inverse
of a* is &®. Conversely, the inverse of o® is o, the inverse of &® = & + 1 is o, the inverse of o’ = &# +
is o2 and finally the inverse of &2 = &® + &2 is a.
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Table 10. Power Form, Polynomials, Vectors, and Regulars in GF(29).

Power Form Polynomial Form Binary Vector Regular
0 0 000000 0
a® 1 000001 1
at a 000010 2
o? o? 000100 4
o s 001000 8
ot at 010000 16
o o’ 100000 32
a® a4+ 1 001001 9
o ot + oa 010010 18
a® a® + o? 100100 36
a® 1 000001 1

Example 11. The polynomial of degree 6 over Z,, namely p(x) = x® + x° + 1 is an irreducible polynomial
over Z, such that it has no internal roots Z, = GF(2). Next, choose « in the extension field F of Z, so that
p(@) = a® +a®+1=0o0ra® = & + 1. Next,

ad = a(a®) = a+1l)=®+a=a" +1+a=0a +a+1,

A =ad)=ad+a)=d+F=c"+a+1+a* = +a?+a+1.
Furthermore,

ot = %) = (@ + D)a = ot + &,

a®? = a®(a) = (¢* + Da = & + o,

=) =(@+dNa=a+=a"+1+a = 1.

In other words, the extension field that is formed is

F={a+batca®+da® +ea*+ fa’|ab,cde&finZ,}

which contains field Z, and has 26 = 64 elements. In this case, p(x) = x® + x> + 1 is said to be a
primitive polynomial. Table 11 fully presents how the « element is the generator of F*. Based on the fact
that ®3 = 1, it is easy to determine the inverse of each element in a finite field F. For example, the inverse
of ais a®? or & + o*, and the inverse of o2 is a®! or o* + &2. In this case, only the example of GF(2°)
is taken, which is constructed using a primitive polynomial of degree 6, namely p(x) = x® + x> + 1.
Table 11 presents the power, elements formed, vectors, and the scores obtained from these vectors. Further
information about irreducible polynomials and how to construct expansion fields based on irreducible
polynomials can be seen in papers [12], [13], [14].

Table 11. Power Form, Polynomials, Vectors, and Regulars of GF(29).

Power Polynomial Vector Regular
0 0 000000 0
o 1 000001 1
ot a 000010 2
o? o? 000100 4
o o 001000 8
ot ot 010000 16
o’ o® 100000 32
a® o+ 1 100001 33
o &+ a+1 100011 35
a® S+ +a+1 100111 39
o’ P+t +a+1 101111 47
fos aAB+a? +1 001101 13
o’? ad+ P+ a 011010 26
o +a 000110 6
a0 ad + a? 001100 12
ot at + o 011000 24
ab? o + ot 110000 48
a3 1 000001 1
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In this research, the following steps were used:

1. It is explained how to construct an S-box in developing the AES algorithm on GF(22).

2. Next, explain how to construct an S-box in developing the AES algorithm on GF(2%).

3. Furthermore, it is explained how to construct an S-box in developing the AES algorithm on GF (2°).

3. RESULTS AND DISCUSSION

In this article, it is explained how to construct an S-box in developing the AES algorithm on GF (22),

GF(2%), and GF(29).

3.1 Galois Field GF(2%) = GF(2'-2') = GF(2(2))

GF(28) (which has 28 = 256 elements) can be expressed as GF (2*(2*)) such that the S-box obtained

is 16 x 16. Analogous to this, GF(22) which has 22 or 4 elements. GF(22) = GF(4) = GF(2(2)) can be
constructed from an irreducible polynomial of degree 2, namely

p(x)=x>+x+1

Suppose we choose a such that p(e) = 0orp(a) = > + a+ 1 =0o0ra? = a+ 1. Asa

result, the elements in GF(22) = GF(4) are 0, &® = 1, o' = e and &? = o+ 1. This means that an S-box
table can be created which is presented in Table 12.

Table 12. S-box Design in GF(22%) = GF(4).

0 1
0 Soo So1
1 S10 S11

To determine Syg, Sp1, S10 and Sy, it can be done as follows:

1.
2.
3.

Element 0 is mapped to itself so that Sp, = 0.
Element 1 is mapped to itself so that Sp; = 1.

Inthiscase @ = a(ad®) =a(a+ )=* + a = a+ 1+ a = 1. Asaresult, p(x) g(x) = 1
where p(x) = x and q(x) = x + 1 such that p(x) = x corresponds to a 2-digit binary, namely 10 and q(x) =
x + 1 related to a 2-digit binary, namely 11 which is equivalent to 3 so that S;, = 3.

Furthermore, &® = (a®)a= (a+1Da = &>+ a = a+ 1+ a = 1. Consequently, p(x) q(x) =1
where p(x) = x + 1 and q(x) = x so that p(x) = x + 1 corresponds to a 2-digit binary, namely 11
and g(x) = x relates to 2-binary digit, namely 10 which is equivalent to 2 so that S;; = 2. Next, we
obtain an S-box table which has 4 cells in Table 13.

Table 13. The S-box Result of GF(22) = GF(4).

. 0 1
0 500 = 0 501 = 1
1 510 = 3 Sll = 2
Furthermore, suppose an affine matrix is chosen:
i o
1 0

and the constant vector [(ﬂ so that Sy = 0 when expressed as a vector it becomes [8] and the result is
obtained as

[2 ol lol + 1 =lol+ [2] = L3}
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That means Sy = 1. In the same way, Sy; = 1 when expressed in vector becomes [(1)] and the result is

obtained [(1) (1)] [(ﬂ + [(1’] = [é] + [2] - [ﬂ

i.e., Sop1. = 3. Furthermore, S;, = 3 when expressed as a vector becomes [ﬂ and the result is obtained
0 11711, (07 _ 11, 01 _[1
[1 0] [1] + [1] - [1] + [1] - [0]'
i.e., S;0 = 2. Furthermore, S;; = 2 when expressed as a vector becomes [(1)] and the result is obtained
0 17711 01_ [0 01_ [0
[1 0] [0] + [1] - [1] + [1] - [0]’
i.e.,, S;; = 0. Asaresult, an S-box table of transformation results is obtained as stated in Table 14.
Table 14. The S-box results of GF(22) = GF(4) after transformation.

. 0 1
0 SOO =1 SOI =3
1 SlO = 2 511 = 0

3.2 Galois Field GF(2*) = GF(22 - 2%) = GF(4 (4)).

Analogous to the S-box construction in the case of GF (28), GF(2*) which has 2* or 16 elements and
GF(2%) = GF(23(2%)) which has 2° = 64 elements. GF(2*) can be constructed from an irreducible
polynomial of degree 4, i.e. p(x) = x* + x3 + 1.

In this case, p(0) = p(1) = 1. Suppose « is chosen so that p(a) = 0orea* + a® +1 =0ora* =
o + 1. As aresult the elements in GF(2*) are 0, &° = 1,a! = o, a2, a* = & + 1,

& =adt=a+1)=acr*+a=+1+a=ad+ a+1,
=a =at+ta+ )=+ +a=F+1+dF+a=d+a + a+ 1,

a® = adt =a(P+ad®) =+ = +1+ =1
Furthermore, an S-box table can be formed which is stated in Table 15.
Table 15. S-box of GF(2*) = GF(16).

. 0 (00) 1(01) 2 (10) 3(11)
0 (00) Soo So1 So2 So3
1(01) S10 S11 S12 S13
2(10) S20 Sa1 S22 S23
3(11) S30 S31 S32 S33

To determine Sy, So1, - -, S33 can be done as follows:
1. Element 0 is mapped to itself such that S, = 0.
2. Element 1 is also mapped to itself such that Sp; = 1.

3.a%°=1= o (a) = (& + &?) asothatthe resultis p(x) g(x) = 1withp(x) = x3 + x2and
g(x) = x. Furthermore, p(x) corresponds to the 4-digit binary 1100 (i.e., equivalent to 30) and q(x)
corresponds to the 4-digit binary 0010 (i.e. equivalent to 2) such that S3, = 2.

4.0 =1 = a®(a?) = (& + a)a? so that the result is p(x) g(x) = 1 with p(x) = x? + x and
q(x) = x2. Furthermore, p(x) corresponds to the 4 digits binary 0110 (i.e., equivalent to 12) and q(x)
corresponds to the 4-digit binary 0100 (i.e. equivalent to 2) so that S;, = 4.

5. Furthermore, o> =1 = & (a'?) = o (a +1) such that the result isp(x)q(x) = 1 where
p(x) = x®andq(x) = x + 1.Furthermore, p(x) corresponds to the 4-digit binary 1000 (i.e. equivalent
to 20) and q(x) corresponds to the 4-digit binary 0010 (i.e. equivalent to 3) so that S,, = 3.
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6. > =1 = a?(a®) = a? (a? + a) such that the result is p(x) q(x) = 1 where p(x) = x? and
q(x) = x? + 1. Next, p(x) corresponds to the 4 digits binary 0100 (i.e., equivalent to 10) and q(x)
corresponds to the 4-digit binary 0110 (i.e. equivalent to 6) so Sy = 6.

7.0 =1= a(a) = (& + & )a so that the result is p(x) g(x) = 1 where p(x) = x and q(x) =
x3 + x2. Furthermore, p(X) corresponds to the 4-digit binary 0010 (i.e. equivalent to 02) and q(x)
corresponds to the 4-digit binary 1100 (i.e. equivalent to 12) so that S,, = 12.

In the same way, the S-box results are presented in Table 16.

Table 16. The S-box result of GF(2*) = GF(16).

. 0 (00) 1(01) 2 (10) 3(11)
0 (00) Soo = 0 Sor=1 Soz =12 So3 = 8
1(01) S0 = 6 S11 =15 S, =4 S13 =14
2 (10) Sy = 3 Sy, =13 Sy =11 S,3 =10
3 (11) Sap = 2 S$31=9 Sy, =7 S;3=5
Suppose a 4 x 4 affine matrix is chosen, i.e.
0 01 0
1 0 0 0
01 0 O
0 0 0 1
and the vector constant, i.e.
1]
0
1
0]
so that S;, = 4 when expressed in vector form will become S;, = 4
0
1
0
]
and obtained
0 0 1 o]fo 1 1
1 0 0 O ll " 0]_10
0 1 0 offo 1 0
0 0 0 1lfo 0 0

and in other words S;, = 8. The S-box result after being transformed becomes Table 17.
Table 17. The S-box results of GF(2*) = GF(16) after transformation.

. 0 (00) 1(01) 2 (10) 3(11)

0 (00) Soo = 10 Spp = 11 Sz = 12 So3 = 14
1(01) Spo=10 S,=75 S, =8 Sz = 4
2 (10) Sy =3 Sy =13 Sy =7 Sys= 6
3(11) Sip = 2 Si, =15 Sip= 1 Sz =9

3.3 Galois Field GF(2%) = GF(23-23) = GF(8 (8)).

Suppose we take the irreducible polynomial p(x) = x®+ x>+ 1 so that p(0) = p(1) = 1.
Choose a so that p(a) = 0 or @® + & + 1 = 0 or a® = @ + 1. In this case, the elements in
GF(2%are0,a® = 1,a' = %, , 0%, 0® = & + 1, = ad® = a(a® + 1) = a® + a =
+1l+a=a +a+ 1.

Further, it is obtained
a®? = () = (* + &®)a = + o,
a® =d%a) = (P +d)a=f+=a+1+ " =1
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Next, an S-box table can be formed which can be expressed in Table 18. To determine Syq, So1, ---, S77 €an
be done as follows:

1. Element 0 is mapped to itself such that So, = 0.
2. Element 1 is also mapped to itself such that So; = 1.

3.2% =1 =o' () = a(a® + o) so that the result is p(x) g(x) = 1 where p(x) = x and
q(x) = x°+ x*. Furthermore p(x) corresponds to the 6 digit binary 000010 (i.e., equivalent to 02) and
g(x) corresponds to the 6 digit binary 110000 (i.e., equivalent to 48) so that Sy, = 48.

4. o®® =1 = & (') = ?(a* + &) so that the result is p(x) g(x) = 1 where p(x) = x? and
q(x) = x* + x3. Furthermore, p(x) corresponds to the 6 digit binary 000100 (i.e., equivalent to 04)
and q(x) corresponds to the 6 digit binary 011000 (i.e., equivalent to 24) so that S,, = 24.

Further, the following steps are obtained:

5.0 =1 =0 (%) = (a* + &) o so that the result is p(x) q(x) = 1where p(x) = x* +
x3and q(x) = x?2. Furthermore, p(x) corresponds to the 6 digit binary 011000 (i.e. equivalent to 30)
and g(x) corresponds to the 6 digit binary 000100 (i.e. equivalent to 4) so that S5, = 4.

6.2 =1 = &®*(a) = (& + a*) aso that the result is p(x) q(x) = 1 where p(x) = x°> + x*
and g(x) = x. Furthermore, p(x) corresponds to the 6 digit binary 110000 (i.e. equivalent to 60) and
g(x) corresponds to the 6 digit binary 000010 (i.e. equivalent to 48) so that Sg, = 2.

Next, a complete S-box is presented in Table 19.

Table 18. S-box of GF(2%) = GF(64).
0(000) 1(001) 2(010) 3(011) 4(100) 5(101) 6(110) 7 (111)

0 (000) SOO 501 SOZ 503 504 SOS 506 507
1(001) S1o S Siz Si3 Sia Sis S16 S17
2 (010) SZO 521 522 523 524 525 526 527
3 (011) 530 531 532 533 534 535 536 537
4 (100) 540 541 542 543 544 545 546 547
5 (101) SSO 551 552 553 554 SSS 556 557
6 (110) Se0 Se1 Se2 Se3 Se4 Ses Ses Se7
7 (111) 570 571 572 573 574 575 576 577

Table 19. The S-box Result of GF(2%) = GF(64).

. 0(000) 1(001)  2(010)  3(011)  4(100)  5(101)  6(110) 7 (111)
0(000) Spo= 0 Spu=1 Sop=48 Sp3=32 Sos=24 Sos=63 Sos=16 So, =46

1(001) Si0=12 85, =27 S$,=47 53=37 S,4=8 S55=26 S=38 S5,=43
2 (010) Sx0=6 Sy =44 S; =61 S;3=28 5,,=39 S,5=15 S,6=34 S,;=41
3(011) S30=4 S33 =62 S33=13 S33=9 S3,=19 S353=60 S33=58 S3; =42
4 (100) Spo=3 S,1=49 Sp =22 S;3=40 S =46 Sys=21 S,=14 S,;,=20
5(101) Ss0 =35 S50 =23 S5, =55 S53=53 S54,=17 Sss5=7 Ss56=36 S57 =10

6(110)  Sgo= 2 Se1 =33 Se3 =31 Se3=59 Seu =54 Ses=43 Sg=052 Sg =42
7(111)  S,0=57 S, =56 S, =30 S;3=51 S,=3 S;5=18 S$,=25 S,=5

Furthermore, if an affine matrix is used

CoOoOR R R
co R R RO
oORrRRROO
R R ROoOOO
B = oooo

e
SO OO

and constant matrix

P —
_ O R RO R
e ————

such that Sy; = 1 is transformed into
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1 1.0 0 0 0707 17 1
111 0 0 oflo] o] |o
0111000+1_1
0 01 1 1 oflo 1| |1
0 00 1 1 1flol lo! 1
0 00 0 1 1Jl1J l1J [oJ

and the result is Sp; = 46. In the same way, the S-box transformation results are obtained as presented in
Table 20.

Table 20. The S-box Results of GF(2%) = GF(64) after Transformation.

. 0(000) 1(001)  2(010) 3(011)  4(100)  5(101)  6(110)  7(111)

0(000)  Sgo=45 Sz =46 Spz=41 Sp3=29 Soa=9 Sos=51 So¢=21 Sp,= 8
1(001)  S,=63 S;=13 S,=11 S,;=32 S,=49 S;=14 S,=20 S, =52
2(010)  S;p=36 S, =15 Sp =63 Sp3=13 S, =23 Sps=59 Spe=26 S,y =2
3(011)  Syp=35 Sy =48 S; =60 Si3=50 Sy =17 Sss=055 Ss=62 S5 =6
4(100)  Sp=41 S,;, =38 S;;=28 S;z=1 Su=8 S;=53 Si=56 S,,=27
5(101)  Sep =25 Ss; =31 Sgy =47 Sez=40 Sgy =22 Sec=39 See=19 S, =54
6(110)  Seo =42 Se =30 S =3 Se3=61 S;u=44 S;s=05 See=43 Se=6

7(111)  S,,=58 S, =48 S;,=0 S.=33 S,=41 S..=18 S, =10 S,, =32

In paper [15] Galois Field GF(2™) for m = 8 is used but uses a different affine matrix than that used
in the AES algorithm and uses the same S-box as in the AES algorithm. In this research, Galois Field GF(2™)
form = 2,4 and 6 is used to construct the S-box. Furthermore, in paper [16] the Galois Field GF(2™) for
m = 8 s also used but by replacing the irreducible polynomial used in the AES algorithm, namely from X8
+ X4+ X34+ X + 1into X8+ X%+ X°> + X + 1. In research [17], a modern method is used for the
construction of an S-Box by using non-linear transformation but still uses Galois Field GF(2™) form = 8.
In addition, in the paper [18], finite field modification is used in constructing the S-box. In this case, a field
with order 23 = 8 is used. Furthermore, in paper [19] an adjacency matrix is used for affine matrix
transformation, but in this paper the Galois Field GF(2™) for m = 8 is still used. In the research of [20] it
has been conducted on how to measure the goodness of algorithms similar to AES, such as the Strict
Avalanche Criterion (SAC), Bit Independence Criterion (BIC), and Non-linearity (NL), but using the S-box
based on another polynomial irreducible of degree 8 over GF (28).

4. CONCLUSIONS

In this paper, we have explained how to construct the S-box based on GF(22), GF(2%) and GF(2°).
The AES algorithm uses an S-box based on GF(28). Further research can be carried out by constructing an
S-box on GF(219). Likewise, further research can be carried out by measuring the goodness of algorithms
similar to AES, such as Strict Avalanche Criterion (SAC), Bit Independence Criterion (BIC), and Non-
linearity (NL), but using the S-box proposed above.
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