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This research aims to evaluate IT governance on the capability maturity level of computer
networks at BPS Maluku Province using the COBIT 2019 Framework focusing on the DSS
domain, namely DSS01 and DSS05. The research method uses qualitative and quantitative
approaches by observing research objects, conducting interviews, and collecting data using
a questionnaire distributed to the Maluku Province BPS office environment using saturation
sampling techniques. The stages of this research were adapted to the COBIT 2019 framework.
This research was measured using a Likert scale and utilized script apps, Google Cloud
Platform, which was integrated with a web-based programming language. The results of this
research show that the maturity level or capability maturity level in the DSS domain, namely
the DSSO01 subdomain, is 3.48 with a percentage of 69.70%. DSS05 is 3.47, with a rate of
69.47%. These two subdomains are still in the established process, level 3 with a GAP value
of 2 for capability maturity level and the DSSO1 domain GAP percentage of 30.30%. The
DSS05 percentage is 30.53%, with a primarily achieved scale. Hopefully, this research will
become a reference for improvements to several aspects that have been assessed and
recommended so that computer network governance for services and activities at BPS
Maluku Province becomes better.
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1. INTRODUCTION

The Central Bureau of Statistics (BPS) is a non-ministerial government institution directly responsible
to the President regarding collecting, processing, and providing statistical data relating to various social,
economic, and demographic aspects [1]. Maluku Province BPS has implemented IT Standard Operating
Procedures (SOP) in all service implementation and business processes to carry out each activity. Based on
the Regulation of the Head of BPS Number 73 of 2016 concerning Principles of Information Technology
Governance within the BPS, it is stated that every level of organization at BPS must and must comply with
the principles of IT governance, as well as referring to the integration of government data through the
Government System Electronic Based (SPBE). The implementation of the SPBE evaluation is aimed at
measuring IT governance and improving e-government and the quality of public services as the key to
successful digital transformation, including computer networks. Network evaluation can help monitor
network performance, ensure that all connected devices function correctly, ensure compliance, and identify
threats before they become major, high-risk problems [2]. According to data from the National Cyber and
Crypto Agency (BSSN), cyber attacks against Indonesia in 2023 reached 403,990,813 anomalies through
computer network traffic [3]. Therefore, one of the solutions that can be done to prevent this is to evaluate
computer network governance because these things are interconnected, and it is essential to do so to avoid
incidents that are detrimental to government agencies, including BPS Maluku Province.

In practice the Statistical Reference Network Team (JRS), which is fully responsible for all 1T
governance at BPS Maluku Province, has never carried out an evaluation and does not know the maturity
level of the computer network, which is an important part of the IT infrastructure. This condition is a problem
because it can affect services and activities at BPS Maluku Province which always relies on computer
networks in its business processes. Therefore, it is necessary to carry out this research to evaluate 1T
governance regarding the level of computer network maturity. Research on IT governance has actually been
carried out to measure the level of maturity or capability maturity level using the Control Objectives for
Information and related Technology (COBIT) framework as in the research Yaniar et al. [4], Komalasari et
al. [5], with the background of research objects at BPS. Then previous research, for example in research
Sipayung et al. [6], Andry etal. [7], Saleh et al. [8], which discusses evaluation using COBIT.

The development of COBIT has led to the emergence of COBIT 2019 which is very flexible, lies in
the coverage of specific topics and is focused on areas such as compliance with certain regulations [9].
Computer networks are an important part of IT infrastructure so they can be linked to COBIT 2019 asan IT
governance framework [10]. However, there is still little previous research that specifically examines
computer networks, such as research conducted by Dwi et al. [11], Hermawan et al. [12], by measuring the
level of maturity of computer networks using the COBIT 2019 framework on domain parameters chosen
based on collecting information on the research object. The results of this research indicate that the maturity
level of network services from the APO12 (Managed Risk), DSS02 (Managed Service and Incidents) and
DSS05 (Managed Security Services) domains is considered effective for evaluation so that network services
can be improved periodically. Based on the background and mapping of these studies, it can be seen that the
characteristics of the implementation of computer network IT governance in each research object are
different, thus encouraging this research to be carried out to evaluate IT governance on the level of computer
network maturity at BPS Maluku Province.

This research uses the COBIT 2019 framework because it is complete and flexible and can guide IT
governance evaluation [13]. The domain that is the main focus of the assessment in this research is Deliver,
Service, and Support (DSS) in Domains DSS001 and DSS05 because this area is considered the most critical,
covering operations management and security of IT services and contains governance principles that are very
relevant to internal computer networks every activity. DSS001 and DSS05 were chosen because they are
tailored to the needs of this research object so that this research can formulate evaluation results for future
computer network governance development. This research aims to evaluate IT governance on the capability
maturity level of computer networks using the COBIT 2019 framework at BPS Maluku Province by
measuring the value of each DSS01 and DSS05 subdomain activity, referring to relevant previous research
and using qualitative and quantitative research methods. The results of this research are in the form of
recommendations based on measuring the maturity level of computer network governance to illustrate the
implementation of IT governance from the management and user side within the Maluku Province BPS
environment. This research also provides evidence of the effective use of the COBIT 2019 framework as a
reference in the future for evaluating and improving IT governance on computer networks.
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2. RESEARCH METHODS

This research uses qualitative and quantitative methods in collaboration with the COBIT 2019
framework.

Identification
of problems

Recommendation <—
and Conclusions

As shown in Figure 1, research begins with problem identification to formulate the issue or problem
that will be the main focus of the research. Next, a literature study was carried out to obtain information from
journals, books, and articles related to this research that had already been published and were to be studied
as a reference [14]. Observations are carried out by including specific factors and characteristics that are not
limited to people, but each thing observed is based on the situation in the field [15]. Interviews in this research
were conducted to obtain information and an overview of the problem so that the research information
received was accurate [16]. Business process analysis in this research is to discover the IT processes occurring
in the object of this research. The questionnaire was created by considering activities in the DSS01 and DSS05
domains. Data collection was carried out by distributing questionnaires to respondents and related
stakeholders. The next stage is to measure the maturity or capability maturity level from the data collection
results. The results of measuring the maturity or capability maturity level are then recommended.

—P[ Study of literature }—b[ Observations and Interviews }—b[ Business Process Analysis }

Data Collection |€—

Making Questionnaires
Figure 1. Research flow

Measurement of Maturity

Level / Capability Maturity Level DSS01 and DSS05

Domain Activities

2.1 Literature Review

Previous research relevant to this research is by Dwi et al. [11] at the College of Health Sciences. This
research explains the advantages of using COBIT 2019 in being able to accurately and in detail measure the
maturity level of network services in institutions focused on the Delivery, Service, and Support (DSS)
domain, where the results in this domain obtain a process value at level 3 established process. It is assessed
that each process has achieved its objectives, performance can be improved, and improvements can be made
consistently.

Setiawan and Wasilah [17], conducted research at the South Lampung Regency Communication and
Informatics Service Office from a sample of 30 respondents. The models or domains that are the focus of this
research are DSS03 and DSSO05. This research shows that the capability level and maturity level values in the
DSS03 objective domain are 1,84, with a percentage of 36,90% categorized as Partial. In comparison, the
DSS05 domain gets a value of 2,57 with a rate of 51,50% and is in the Largely category. The expected to-be
value is 4,00, while the as-is Domain DSS03 gets a value of 2,15, and the DSS 05 domain receives a value
of 1,43. The results of this research are recommended and implemented to improve IT governance at the
South Lampung Regency Communication and Information Office.

Other relevant research from Hermawan et al. [12], carrying out evaluations to measure capability
levels, assess GAP values, and suggest improvements to bank network infrastructure can use the COBIT 2019
governance framework and toolkit for factor design as well as being a tool to determine domains, where the
research results show that the objective domain is APO12 (Managed Risk), DSS03 (Managed Problem), and
DSS04 (Managed Continuity) have a capability value of level 3. On the other hand, the objective domains
DSS02 (Managed Service Request and Incidents) and DSS05 have a capability value of level 2. The results
of this research are considered to be a good solution for measuring management network infrastructure
governance.

According to Pangaribuan and Fernandez [18] conducted research using COBIT 2019 to analyze IT
utilization. The data collection method uses qualitative methods. Refer to the capability level suggestions in
APOO04 and DSS05. The results of the APO04 domain have a 2-level gap, and the DSS05 domain has a 3-
level gap, which is considered to be an evaluation of processes related to innovation and technology adoption.
The difference between previous research and this research lies in the methods, framework, and domains
measured, as presented in Table 1.
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Table 1. Research Comparison

Researcher Method Framework Domain Similarities
(Dwi Putra et al., Qualitative COBIT 2019 DSS02 and Method Qualitative
2020) DSS05 Framework COBIT 2019
Domain DSS05
(Setiawan and Descriptive COBIT 2019 DSS03 and Method -
Wasilah, 2022) DSS05 Framework COBIT 2019
Domain DSS05
(Hermawan et al., Qualitative and COBIT 2019 APO12, Method: Qualitative
2023) Qualitative DSS03, DSS02 and
and DSS05 Qualitative
Framework COBIT 2019
Domain DSS05
(Pangaribuan And  Qualitative COBIT 2019 APOO04 and Method Qualitative
Fernandez, 2023) DSS05 Framework COBIT 2019
Domain DSS05

Applying the COBIT 2019 framework from previous research has proven effective for evaluating IT
governance in computer networks for both research objects in organizations, companies, and government
agencies. In contrast to previous research compared in Table 1, the main focus of this research is on the
DSS01 and DSS05 domains. Thus, the COBIT 2019 framework is a best practice for IT governance and
management that can be applied [19].

2.2 Framework COBIT 2019

COBIT 2019 is a further development framework from COBIT 5 which is considered the most
complete globally because it includes existing framework standards [13], [20].

EDMO1-Ensured EDMO02-Ensured EDMO03-Ensured Risk EDMO04-Ensured EDMO5-Ensured
Governance Framework Benefits Delivery Optimization Resource Stakeholder
Setting and Maintenance Optimization Engagement
APO01-Managed APO02-Managed APO03-Managed APO04- APOO05- APO06- APOQ7- I\F/)IeEr,fA(;(::naMnggz;%zd
1&T Management Strategy Enterprise Managed Managed Managed Budget || Managed Human Conformance
Framework Architecture Innovation Portfolio and Costs Resources Monitoring
APO08-Managed | APOY9-Managed || APO10- || Apo11 Managed | APO012- | APO13-Managed | APO14- —
Relationships SRIvBEE Managed Qualit M d Risk Securit; M d Data
Aareements Vendors Y anaged RIS ecurity anaged Da MEA02-Managed
System of Internal
Control
BAIO1- BAI02-Managed BAI03-Managed BAI04-Managed || BAI0O5-Managed | BAI06- || BAIO7-Managed IT
Managed Requirements || Solutions Identification || Availability and Organizational Managed || Change Acceptance -
Programs Definition and Built Capacity Change IT Changes || and Transitioning MEA03-Managed
Compliance with
External
BAI08-Managed BAI09-Managed || BAI10-Managed || BAI1-Managed Requirements
Knowledge Assets Configuration Projects
DSS01-Managed S'f;&gi;"gi“i%ii DSS03-Managed || DSS04-Managed || DSS05-Managed || DSS06-Managed Business MIZATHYRIRGRE
Operations and Incidgnts Problems Continuity Security Services Process Controls Assurance

Figure 2. Core model COBIT 2019 (Source : ISACA, 2018)

As seen in Figure 2, the basic concept of the 2019 COBIT Framework, which comprehensively covers
Governance and Management Objectives (GMO), is 40 core governance and management objectives, the
processes contained therein, and other related components. There are processes aimed at governance, which
are grouped in the EDM (Evaluate, Direct, and Monitor) domain. In contrast, those for management purposes
are grouped in the APO (Align, Plan, and Organize), BAI (Built, Acquire, and Implement), domains DSS
(Deliver, Service, and Support), and MEA (Monitor, Evaluate, and Assess). COBIT 2019 is a framework tool
to help ensure governance bridges the gap between what needs to be done and how to do it at existing levels
of risk and resource utilization [7]. The application of the COBIT 2019 framework is an evaluation framework
that can help IT management, which is centered on managing operational activities [22]. COBIT 2019 can
also help organizations set priorities by implementing more accurate governance designs [23]. The
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governance components in COBIT 2019 contain seven components: processes, organizational structure,
principles, policies and frameworks, information, culture, ethics and behavior of people, skills and
competencies, services, infrastructure, and applications [24].

2.3 Deliver, Service, and Support (DSS)

The DSS domain is one of the governance domains incorporated in the core model of the COBIT 2019
framework and covers operational implementation for IT services, including security on computer networks
[25]. In the COBIT 2019 framework mapping, the DSS domain is included in the Enterprise Goals (EG01),
whose activities are related to the competitive products and services portfolio, and included in the Alignment
Goals (AGO05), whose activities are associated with the Delivery of Information and Technology (1&T)
services in line with business requirements. The DSS domain in the COBIT 2019 framework includes:
DSS01 Managed Operations.

DSS02 Managed Services Request And Incidents.
DSS03 Managed Problems.

DSS04 Managed Continuity.

DSS05 Managed Security Services.

DSS06 Managed Business Process Controls.

cukrwnE

This research only focuses on the DSS01 domain, which includes managed operations, and the DSS05
domain, which includes managed security services. In this section, the author describes the indicators that
will be measured within the conceptual framework of the data collection method in Table 2.

Table 2. Conceptual Framework of Data Collection Methods

Domain Data Collection Data Source
DSS01 Managed operations  Observations, interviews, documents Field observations, JRS Team /
and questionnaires stakeholder interviews, strategic plan
documents and IT SOP.
DSS05 Managed security Observations, interviews, documents Field observations, JRS Team /
services and questionnaires stakeholder interviews, strategic plan

documents and IT SOP.

Data Source : (Dwi Putra et al., 2020)

There are management practices in the DSS01 and DSS05 subdomains that are used as a reference for
making questionnaire statements in this research. Activities represent the variables to be measured with
subdomains. DSS01 has five subdomains, namely DSS01.01, DSS01.02, DSS01.03, DSS01.04, and
DSS01.05, and there are several activities in each subdomain, which is the denominator value in calculating
the maturity level. The total number of activities in the DSS01 domain is 33, as presented in Table 3.

Table 3. Management Practice and Activities Subdomain DSS01

Subdomain Management Practice Num_b_er of
Activities
DSS01.01 Perform operational Carry out operational procedures and operational tasks reliably and 5
procedures consistently.
DSS01.02 Manage Manage IT service operations to maintain protection of corporate 4
outsourced I&T services information and reliability of service delivery.
DSS01.03 Monitor I&T infrastrlucture  Monitor IT infrastructure and related events. Records chronological 6

information to reconstruct and review the timeline of operations and
other activities surrounding or supporting operations.

DSS01.04 Manage the environment There are stages for protection against environmental factors with 7
special equipment and devices to monitor and control the
environment.

DSS01.05 Management of facilities, including electrical and communications 11

Manage facilities equipment, in line with laws and regulations, technical and business
requirements, vendor specifications, and health and safety
guidelines.

Data Source : Source : (ISACA, 2018)
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Meanwhile, the DSS05 subdomain has 7 subdomains, namely DSS05.01, DSS05.02, DSS05.03,
DSS05.04, DSS05.05, DSS05.06, and DSS05.07, with a total number of activities of 47, as presented in

Table 4.

Table 4. Management Practice and Activities Subdomain DSS05

Subdomain Management Practice N“”?b_eY of
Activities
DSS05.01 Protect against Implement preventive measures, (especially up-to-date 5
malicious software security patches and virus control) to protect IT systems from
malicious software (e.g., ransomware, malware, viruses,
worms, spyware, spam).
DSS05.02 Manage network and There are security measures and related management 9
connectivity security procedures in place to protect information through all
connectivity methods.
DSS05.03 Manage endpoint Ensure that IT device endpoints are secured at a level that 10
security meets specified security requirements.
DSS05.04 Manage user identity Ensure that all users have access rights to information 8
and logical access according to their needs.
DSS05.05 Manage physical access Implement procedures to grant, restrict access to locations, 7
to I&T assets buildings and areas, according to business needs. Access to
locations, buildings and areas must be recorded and monitored.
This applies to everyone entering the premises, including staff,
temporary staff, clients, vendors, visitors or other third parties.
DSS05.06  Manage  sensitive Establish appropriate inventory management physical 5
documents and output devices safeguards regarding sensitive IT assets, such as critical
documents.
DSS05.07 Manage vulnerabilities  Ensure security tools, technology and detection are integrated 5

and monitor the infrastructure for
security-related events

with general event monitoring and incident management.

Data Source : Source : (ISACA, 2018)

2.4 Data collection

Data collection was carried out by distributing questionnaires to target respondents not only from IT
managers or the JRS Team but also from users in the BPS environment of Maluku Province with classification
criteria of respondents by gender, age and position, namely the general section with a total data sample of 1
respondent, five leaders team, functional and intermediary sections were nine respondents and BPS partners
were 20 people. We took a sample of 35 people from a total population of 40 with an overall or saturated
sampling referring to the sample determination table by Isaac and Michael [26]. Respondent classification is

presented in Table 5.

Table 5. Respondent Classification

No Respondents Criteria Number of Total Respondents
Respondents

1 Gender Male 18 35
Female 17

2 Age 0-17 2
18-29 18
30-49 15 3
Above 50 0

3 Position Head of General Affairs 1
Team Leader 5 35
Staff 9
BPS Partners 20

Online questionnaire used for data collection by applying a 5 Likert scale with a value of (Strongly
Disagree) STS value = 1, (Disagree) TS value = 2, (Neutral) N value = 3, (Agree) S value = 4, and (Strongly
Agree) SS value = 5 and utilize script apps, Google Cloud Platform (GCP) is integrated with a web-based
programming language as a tool for this research questionnaire.
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2.5 Data Measurement

To calculate the capability maturity level and percentage in this research, use Equation (1).

_ TxPn (1)
Y AxXR
Meanwhile, to calculate the maturity level in percent, Equation (2) is used.
_ TP 100% )
Y AxYS

Description:
CL : Maturity value or capability maturity level
T : Total respondents who voted
Pn : Choice of Likert score numbers
>R : Number of respondents
AL : Percentage value
>A : Number of activities on the subdomain
>'S : Maximum total score

2.6 Process Capability Maturity Scheme

Based on the Capability Maturity Model Integration (CMMI) standard contained in the COBIT 2019
framework, each process is a governance and management objective that can operate at various levels of
capability, starting from 0 to 5 in this study according to the level of capability and its characteristics are
explained in Table 6.

Table 6. Cability Level Process

Level Description

0 Capabilities still need to be created, and there is no approach to addressing governance and
management objectives or whether or not best practices are implemented.

1 This process of achieving goals through the implementation of incomplete activities can be
categorized as intuitive and need to be more organized

2 This process achieves goals through basic, complete implementation and a series of activities
that can be characterized as performance.

3 The process of achieving goals in a much more organized manner using organizational assets.
Processes are usually well-defined.

4 This process achieves goals and is defined well, and its performance can be measured
quantitatively.

5 This process achieves goals, defines and improves performance well (quantitatively), can be

measured, and carries out continuous improvements.
Data Source : (ISACA, 2018)

In this study, an assessment scale table was used to determine the percentage of analysis with a scale
of N (not achieved), P (partially achieved), L (partially achieved), and F (fully achieved) presented in Table

Table 7. Rating Scale According to ISACA

Scale Description Percentage
N Not achieved 0-15%
P Partially achieved 16-50%
L Largely achieved 51-85%
F Fully achieved 86-100%

Data Source : (Hermawan, 2023)
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3. RESULTS AND DISCUSSION

3.1 DSS01.01 Subdomain Calculation (Performing Operational Procedures)

In the DSS01.01 subdomain, the activity that is the variable being measured is performed by
operational procedures. Respondents were asked to assess the level of maintenance and implementation of
operational procedures and tasks shown in Table 8.

Table 8. Domain Activity Measurement Results DSS01.01

Activity STS TS N S SS
Total 0 10 72 84 9

(0x1)+(10x 2) + (72x3) + (84 x 4) + (9x5) AL = 0xD+(0x10) + (72x3) + (84 x4) + (9x5)

5x35 5x175
CL= 617 =3.53 AL = 617 x100 = 70.51%
175 875

CL=

The calculation results for the DSS01.01 subdomain obtained a value of 3.53 or 70.51%. These results
indicate that the implementation of governance of performance activities and results of IT activities is well
scheduled and is always responsive in monitoring incidents and problems related to operational procedures
and taking appropriate action to improve the operations carried out.

3.2 DSS01.02 Subdomain Calculation (Manage Outsourced I&T Services)

This activity refers to facilities where agencies can collaborate with third parties for IT needs. The
assessment results on the DSS01.02 domain are presented in Table 9 bellow:

Table 9. Domain Activity Measurement Results DSS01.02

Activity STS TS N S SS
Total 0 5 70 48 17

(0x1) +(5%x2)+(70x3) + (48x4) + (17x5) AL — (0xD) +(5x2)+(70x3) + (48x 4) + (17 x5)
4x35 4x175
CL= ﬂ =3.55 AL :ﬂXIOO: 71.00%
140 700

CL=

In the DSS01.02 subdomain, we obtained the maturity value calculation at 3.55 or 71.00%, which
shows that implementing governance at points is good enough to ensure that internet or network service
providers in agencies also have independent audit planning for the IT operational environment.

3.3 DSS01.03 Subdomain Calculation (Monitor I&T Infrastructure)

Respondents were asked to assess the implementation of monitoring and identifying a list of IT assets
in infrastructure so that this can be measured in the DSS01.03 subdomain shown in Table 10.

Table 10. Domain Activity Measurement Results DSS01.03

Activity STS TS N S SS
Total 0 4 123 72 11
CL= (Ox1)+(4x2)+(123x3) +(72x 4) + (11x5) AL — (0x1) +(4x2)+(123x3) + (72x 4) + (11x5)
- 6x35 - 6x175
CL= 120 3.43 AL = E><100 =68.57%
210 1050

In the DSS01.03 subdomain, the calculated value was 3.43 for the maturity value of 68.57%. These
results show that IT management is carried out quite well, considering that monitoring functions, recording
events, and identifying problems are essential for evaluating risk and performance.
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3.4 DSS01.04 Subdomain Calculation (Manage The Environment)

The DSS01.04 subdomain is assessed to ensure proactive action is taken to detect environmental threats
such as fire, water, smoke, and humidity to the IT infrastructure. The results of the respondents' assessments
are presented in Table 11.

Table 11. Domain Activity Measurement Results DSS01.04

Activity STS TS N S SS
Total 0 0 126 86 7
CL = (0x1) +(0x2)+(126x3) + (86 x 4) + (7x5) AL = (0x1) +(0x2)+(126x3) + (86 x 4) + (7x5)
7x35 7x175
CL =@:3.30 AL :@x100=66.04%
245 1225

In the DSS01.04 subdomain, we obtained the maturity value calculation at 3.30 or 66.04%, which
means that IT infrastructure protection management has been implemented well enough so that it can be
protected from environmental threats.

3.5 DSS01.05 Subdomain Calculation (Manage Facilities)

IT facility management in the DSS01.05 subdomain is assessed to provide an overview of agency
operations through the availability of supporting equipment such as generators. This subdomain also assesses
computer network cable management according to network topology. The assessment results on the
DSS01.05 domain are presented in Table 12 bellow:

Table 12. Domain Activity Measurement Results DSS01.05

Activity STS TS N S SS
Total 0 0 173 177 32
CL - (0x1)+(0x2)+(173x3)+ (177 x 4) + (32x5) AL — (0x1) +(0x2)+ (173x3)+ (177 x 4) + (32x5)
- 11x35 - 11x175
CL= 1393 _ 3.62 AL = @xloo =72.36%
385 1925

In the DSS01.05 subdomain, we obtained the maturity value calculation at 3.62 or 72.36%. These
results indicate that management in this subdomain is quite good regarding IT equipment and provides reports
regarding facility incidents.

3.6 DSS05.01 Subdomain Calculation (Protect Against Malicious Software)

In the DSS05.01 subdomain, respondents were asked to assess the implementation of software
protection in processing facilities, updating software regularly to avoid external threats, for example
ransomware, malware, viruses, worms, spyware and spam. The results of this subdomain assessment can be
seen in Table 13.

Table 13. Domain Activity Measurement Results DSS05.01

Activity STS TS N S SS
Total 0 7 92 65 11
CL = (0x1)+(7x2)+(92x3) +(65x4) + (11x5) AL — (0x1) +(7x2)+(92x3) + (65x4) + (11x5)
5x 35 5x175
CL=@:3.46 AL:@X100=69.14%
175 875

In the DSS05.01 subdomain, we obtained the maturity value calculation at 3.46 or 69.14%. These
results indicate that management of this subdomain is relatively low due to limited human resources in the
JRS team and a lack of training or regular knowledge sharing about the dangers of ransomware, malware,
viruses, worms, spyware, and spam in the use of email and internet networks by training users not to open.
However, it reports suspicious emails and does not install non-recommended or unapproved software.
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3.7 DSS05.02 Subdomain Calculation (Manage Network and Connectivity Security)

In subdomain DSS05.02, respondents were asked to rate the implementation of approved security
protocols for network connectivity. The results of the assessment on this subdomain are displayed in Table
14,

Table 14. Domain Activity Measurement Results DSS05.02

Activity STS TS N S SS
Total 0 25 156 99 35
CL = (0x1) +(25x2) + (156 x 3) + (99 x 4) + (35% 5) AL = (0x1) +(25x2) + (156 x 3) + (99 x 4) + (35x5)
9x35 9x175
CL =@=3.46 AL :@x100:69.14%
315 1575

In the DSS05.01 subdomain, we obtained the maturity value calculation at 3.46 or 69.14%. These
results indicate that system integrity protection is the steps taken to prevent, detect, and respond to
interference or unauthorized changes to computer systems or software carried out in the network are good
enough.

3.8 DSS05.03 Subdomain Calculation (Manage Endpoint Security)

Subdomain DSS05.03 respondents were asked to assess whether there is a mechanism for installing
software such as an operating system in a safe manner and whether it has an official license from the company
that created it. In this subdomain, an assessment is also carried out regarding the implementation of good
filtering on network traffic in the installation and the availability of media for data backup, which are
displayed in Table 15.

Table 15. Domain Activity Measurement Results DSS05.03

Activity STS TS N S SS
Total 0 10 168 113 59
o - (0xD)+(10x2) + (168x3) + (113x 4) + (59 x5) AL - 0D+ (10x2) +(168x3) + (113x4) + (59x5)
- 10x 35 - 10x175
cL=2 543 AL = 2271 100 = 72.63%
350 1750

The results of the assessment calculations on the DSS05.03 subdomain regarding maturity level
obtained a value of 3.63 or 72.63%. These results show that every operating system in the agency uses an
official license. Meanwhile, network traffic filtering and the availability of data backup media have been
implemented quite well.

3.9 DSS05.04 Subdomain Calculation (Manage User Identity And Logical Access)

In subdomain DSS05.04, respondents were asked to assess the existence of coordination with other
teams in the agency to ensure that the computer systems and networks used in the agency were monitored
stable to assist operations. The results of this subdomain are presented in Table 16.

Table 16. Domain Activity Measurement Results DSS05.04

Activity STS TS N S SS
Total 0 0 152 104 24
oL = (0xD) +(0x2) + (152x3) + (104 4) + (24x5) AL (0xD+(0x2) +(152x3) + (104x 4) + (24x5)
B 8x 35 B 8x175

cL=392_35 AL =292 100 = 70.86%
385 1400
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In the DSS05.04 subdomain, we obtained the maturity value calculation at 3.54 or 70.86%. This means
managing access rights by the roles, primary duties, and responsibilities of stakeholders and positions in the
agencies and functions in the managed organizational structure has been carried out quite well.

3.10 DSS05.05 Subdomain Calculation (Manage Physical Access to I&T Assets)

In the DSS05.05 subdomain, respondents were asked to assess the implementation of access
restrictions to locations, buildings, and areas such as server rooms by recording when entering vital IT objects
are displayed in Table 17.

Table 17. Domain Activity Measurement Results DSS05.05

Activity STS TS N S SS
Total 0 60 104 61 20

(0x1)+(28%x2)+ (7x3)+(0x4)+(0x5) AL — (0x1)+(28x2)+(7x3)+(0x4)+ (0x5)
7x35 - 7x175
_ 176 _ 176

CL=——>=317 AL = ——x100 = 63.35%
245 1225

CL=

In the DSS05.05 subdomain, we obtained the maturity value calculation at 3.17 or 63.35%. Thus, this
subdomain was deemed to have been carried out incorrectly and could pose a risk to the vital objects of this
agency in the future.

3.11 DSS05.06 Subdomain Calculation (Manage Sensitive Documents and Output Devices)

In subdomain DSS05.04, respondents were asked to assess the availability of cryptographic methods
to protect sensitive information or data stored electronically and regulate the receipt, use, deletion,
destruction, and disposal of sensitive documents and IT devices displayed in Table 18.

Table 18. Domain Activity Measurement Results DSS05.06

Activity STS TS N S SS
Total 0 3 87 61 24

(0x1)+(3x2)+(87x3)+ (61x4) + (24x5) AL — (0x1) +(3x2)+(87x3) + (61x 4) +(24x5)
5x35 5x175
_ 631 _ 631

CL=—=361 AL = —x100=72.11%
175 875

CL=

The results of the assessment calculations on the DSS05.06 subdomain regarding maturity level
obtained a value of 3.61 or 72.11%. In this way, protecting sensitive information and documents and
managing data is considered to have been carried out quite well.

3.12 DSS05.07 Subdomain Calculation (Manage vulnerabilities and monitor the infrastructure for
security-related events)

DSS05.07 subdomain measurements were carried out to assess the implementation of cyber attack risk
scenarios so that these scenarios can be easily recognized and can be prevented, presented in Table 19.

Table 19. Domain Activity Measurement Results DSS05.07

Activity STS TS N S SS
Total 0 9 86 72 8
CL - (0x1) +(9%x2)+(86x3)+(72x 4) +(8x5) AL — (0x1) +(9x2)+(86x3)+(72x4) + (8x5)
- 5% 35 - 5x175
CL= 604 _ 3.45 AL = 604 %100 = 69.03%
175 875

The maturity value calculation for the DSS05.07 subdomain was found to be 3.45 or 69.03%. Thus,
the implementation of JRS is quite capable of identifying security-related events.
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3.13 Summary of Results

Summary of the results of measuring the maturity level or capability maturity level in the DSS01
domain data with subdomain DSS01.01 values of 3.53 or 70.51%, DSS01.02 of 3.55 or 71.00%, DSS01.03
of 3.43 or 68.57%, DSS01.04 was 3.30 or 66.04%, and DSS01.05 was 3.62 or 72.36%. The average value
obtained was 3.48 or 69.70%, which is presented in Table 20 below:

Table 20. DSS01 Domain Analysis Results

. - Capability Achievement
Subdomain Description Maturity Level Rate
DSS01.01 (Perform operational procedures) 3.53 70.51%
DSS01.02 (Manage outsourced I1&T services) 3.55 71.00%
DSS01.03 (Monitor I&T infrastructure) 3.43 68.57%
DSS01.04 (Manage the environment) 3.30 66.04%
DSS01.05 (Manage facilities) 3.62 72.36%
Average 3.48 69.70%
= Current maturity level capability (as is) ===Target cabability maturity level (to be) ===Current Achievement Rate % —Expected Achievement Rate %
Dss01.01 ot
60
DSS01.05 DS501.02 DSS0105 38 PS501-02
0
DS501.04 DSS01.03 DSS01.04 DSS01.03
(@) (b)

Figure 3. Graph of DSS01 Subdomain calculation results
(a) Capability maturity level (b) Achievement level

Based on Figure 3, the results of measuring the maturity level of the DSS01 domain have reached
level 3.48 but have yet to reach the expected target of the capability maturity level, namely a value of 5.00.
The percentage in this domain has reached 69.70% and has yet to reach the expected value, namely 100%.
Meanwhile, in the summary of the results of measuring the maturity level or capability maturity level in the
DSS05 domain data, the subdomain DSS05.01 value is 3.46 or 69.14%, DSS05.02 is 3.46 or 69.14%,
DSS05.03 is 3.63 or 72.63%, DSS05.04 of 3.54 or 70.86%, DSS05.05 of 3.17 or 63.35%, DSS05.06 of 3.61
or 72.11% and DSS05.07 of 3.45 or 69.03% and the average value obtained was 3.47 or 69.47% which is
presented in Table 21 below:

Table 21. DSS05 Domain Analysis Results
Capability Achievement

Subdomain Description

Maturity Level Rate
DSS05.01  (Protect against malicious software) 3.46 69.14%
DSS05.02  (Manage network and connectivity security) 3.46 69.14%
DSS05.03  (Manage endpoint security) 3.63 72.63%
DSS05.04  (Manage user identity and logical access) 3.54 70.86%
DSS05.05  (Manage physical access to 1&T assets) 3.17 63.35%
DSS05.06  (Manage sensitive documents and output devices) 3.61 72.11%
DSS05.07 (Manage vulnerabilities and monitor the 3.45 69.03%

infrastructure for security-related events)
Average 3.47 69.47%
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- Current maturity level capability (as is) ===Target cabability maturity level (to be) = ===Current Achievement Rate % - Expected Achievement Rate %

DSS05.01 DSS05.01
5

DSS05.02 DSS05.07 :: DSS05.02

DSS05.03 DSS05.06 DSS05.03

DSS05.04 DSS05.0 DSS05.04
(@) (b)

Figure 4. Graph of DSS05 subdomain calculation results
(a) Capability maturity level (b) Achievement level

Based on Figure 4, the results of measuring the maturity level of the DSS05 domain have also reached
level 3.47 but have not yet reached the expected capability maturity level target, namely a value of 5.00. The
percentage in this domain has also reached 69.47% and has yet to reach the expected value, namely 100%.

The analysis shows that the average results for these two domains have not reached the expected target,
and it is known that the GAP in the DSS01 domain is 1.52 and DSS05 is 1.53, which means that each domain
is still at level 3 or in the (L) largely scale achieved. The results of the GAP analysis can be seen in Table 22
below:

Table 22. GAP Analysis Capability Maturity Level
Capability Maturity  Target Capability

Domain Level (As is) Maturity Level (to be) Scale GAP
DSS01 3.48 5.00 L 1.52
DSS05 3.47 5.00 L 1.53

Analysis of the level of achievement shows that the GAP domain DSSO01 reached a value of 30.30%
and a value of 30.53% for the DSS05 domain, which means that each domain is still below the target
percentage and is included in the scale (L) largely scale achieved. The results of the GAP analysis can be
seen in Table 23 below:

Table 23. Achievement Level GAP Analysis
Current Level of  Expected Level of

Domain Achievement Achievement Scale GAP
DSS01 69.70% 100 % L 30.30 %
DSS05 69.47% 100 % L 30.53 %

Recommendations are the final result of this research so that they can be a reference for improving
governance by the DSS01 and DSS05 domains in this research, as explained in Table 24.

Table 24. Recommendation
Findings Recommendation
DSS01.01 (Manage Endpoint Security)
The JRS team has not optimally managed The recommendation that can be given is to plan activity
performance activities in IT activities on a management activities by referring to the agency's SOP and Strategic
regular basis. However, the team is always Plan documents so that the results achieved can be maximized.
responsive in monitoring incidents and
problems related to operational procedures
and taking appropriate action.

DSS01.02 (Manage Outsourced I&T Services)
Two network service providers are runningto  There needs to be performance planning, change management,
support business processes; the team can also  configuration management, service requests, incident management,
collaborate with third parties to develop problem management, security management, and regular reporting.
services on computer networks.
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Findings

Recommendation

DSS01.03 (Monitor I&T Infrastructure)

The JRS team needs to identify and monitor
the network optimally and regularly in the
history log.

It would be good to have a special analysis method and use computer
network tools to view history logs or use more complex hardware,
such as a router that supports the latest network technology, as well
as an exemplary configuration so that you can monitor computer
network activity in detail and completely to provide a report if
something happens. Incidents and can assist with investigations if
requested at a later date.

DSS01.04 (Manage The Environment)

In this subdomain, it was found that IT
governance was not considered good enough
in its implementation, one of which was
related to alarms connected to fire protection
systems or local emergency authorization
networks such as fire brigades, which were
still not implemented in agency networks.

It is necessary to understand IT SOP for the entire team and
understand the importance of a fire protection system where the main
components of the alarm include sensors, control units, and sirens
that are connected to a network and can proactively detect threats
from the environment to minimize the risk of an unexpected disaster
desired.

DSS01.05 (Manage Facilities)

There is no proper depiction of the computer
network topology, so repairs to the
infrastructure will become more complex.
However, the availability of operational
support tools is considered good.

It is necessary to design a computer network topology description so
that it makes it easier for the JRS team to configure and minimize
installation costs because the advantages or disadvantages have been
calculated properly in the network topology picture.

DSS05.01 (Protect Against Malicious Software)

This subdomain focuses on filtering in
computer networks carried out by the JRS
team against external threats such as
malware, phishing, and spam emails to
periodically review and evaluate new threats
such as sabotage, loT attacks, Al attacks, and
deepfakes.

The JRS team is expected to take part in training, such as seminars
or workshops on how to prevent outside threats so that they can
recognize new methods that can harm the agency. The JRS team is
also advised to share knowledge with all teams in the agency to
remain alert to actions that are not recommended, such as installing
applications from unknown sources or containing patches and cracks
and opening emails or links that are not recognized or whose source
is doubtful.

DSS05.02 (Manage Network and Connectivity Security)

This subdomain shows that the agency still
needs to optimally implement network
filtering mechanisms such as firewalls or
proxy servers so that it can have an impact on
risks to network security, data, and network
quality.

It is recommended that security protocols be implemented using
suitable hardware, software, and filtering mechanisms to minimize
risks, and it is necessary to test the protection and security
capabilities of computer network systems regularly.

DSS05.03 (Manage Endpoint Security)

There are other devices for data backup
functions. Apart from that, a software
installation mechanism has been
implemented using an official license. Device
locking has also been implemented according
to good password standards.

The operating system updates and periodic password changes are
regularly checked.

DSS05.04 (Manage User Identity and Logical Access)

Access rights management is by stakeholder
roles, duties, and responsibilities and is
managed well.

Monitoring is needed to ensure that all users (internal, external, and
temporary) and their activities on the IT system (data input
applications, use of IT infrastructure, and system operations) can be
identified and run well.

DSS05.05 (Manage Physical Access to I&T Assets)

Findings in this subdomain describe the less-
than-optimal implementation of SOPs in
limiting and monitoring functions for vital IT
objects, which can be a severe risk.

It is recommended that SOPs be updated regarding establishing
perimeter boundaries for server rooms or vital IT objects by
implementing mandatory rules and supported by real-time
monitoring using CCTV connected to the network so that agencies
can prevent problems and risks from occurring in the future.

DSS05.06 (Manage Sensitive Documents and Output Devices)

This subdomain is considered to be quite
good in its management and implementation.

This can be improved by learning new methods for protecting
sensitive data electronically to avoid future threats.
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Findings Recommendation
DSS05.07 (Manage Vulnerabilities and Monitor The Infrastructure for Security-Related Events)
This subdomain is considered not optimal in  Regularly record security events and practice cyberattack scenarios
identifying events related to cyber security.  such as phishing attack simulations.

4. CONCLUSIONS

The COBIT 2019 framework can be used to measure the level of capability maturity in computer
network IT governance in BPS Maluku Province based on the results of measuring the average value of the
two DSS01 and DSS05 domains, namely the DSS01 domain is 3.48 or 69.70%, the GAP is 1 .52 or 30.30%
and the average DSS05 domain value is 3.47 or 69.47%, GAP is 1.53 or 30.53%. Thus, these two domains
are included in the mainly achieved (L) scale; in other words, they are at level 3, so there are recommendations
according to the findings in each sub-subdomain, measured as evaluation material. The limitations of this
research lie in the time and small number of samples. Suggestions or recommendations that can be given to
achieve a better level of maturity: agencies can pay attention to the components that make up IT governance
based on the COBIT 2019 framework, especially processes, principles, policies, and procedures, so that the
results obtained can be appropriate and maximized.
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