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1. INTRODUCTION

Advances in information, communication technology, and multimedia have made a big impact in this
era. The transmission of information from various types of digital data both text, images, and videos run so
massively with its convenience. A lot of data that is very sensitive distributed or stored digitally. Without
proper security, data will be highly vulnerable to “attacks” such as unauthorized deletion, modification,
copying or addition during transmission or while data is stored. In order to have good security, information
must be hidden from unauthorized access or confidential, protected from unauthorized change or have
integrity, and can be accessed by authorized entities when information is needed or availability [1]. To protect
transmitted and stored data, there are several ways that can be done, namely by watermarking, encryption,
and steganography [2]—[7]. From that three methods, encryption is one of the important methods and is very
suitable and also efficient in preventing attacks [4].

In science, the existence of chaos theory has become a hot topic for researchers. Typical behaviors of
chaos that are interesting to study are unpredictability, ergodicity, pseudo-randomness, and high sensitivity
to initial value conditions [1], [3], [8]-[11]. Because of this distinctive behavior, many scientists have
researched the benefits of chaos including observing the relationship between characteristics of chaos and
cryptography. One example of its application is chaos theory-based image encryption. Chaos theory is applied
in the form of map that has the typical behavior of chaos and is called chaotic map. Furthermore, the chaotic
map is used as a keystream generator of a cryptosystem. In general, chaotic maps are divided into two types,
namely one-dimensional chaotic maps (1D) and multidimensional chaotic maps (MD). The difference
between 1D and MD are the structure and complexity of computation. MD chaotic maps have high structure
and computational complexity and 1D in terms of structure is very simple and has low computational
complexity. Although MD theoretically exhibits superior chaotic properties, 1D chaotic map are more often
used due to their simplicity. Even so, the simplicity of 1D is followed by several problems including limited
chaotic range, non-uniform distribution, and limited scope of application [3], [12]—[14]. In cryptography,
these problems cause encrypted data to be easily penetrated by various attacks. Therefore, researchers tried
to overcome these problems including by modifying the shape of the chaotic map as done by Maria [15],
making a general equation where if included by the 1D chaotic map then the chaotic range changes to be
wider [13], composing two chaotic maps [7], [8], [16], [17].

Based on this explanation, in this research of a new chaotic function will be created where prospect
will be used as a keystream generator. The method used to obtain this chaotic function is by composing two
1D chaotic functions, namely Improved logistic map made by Pak et al. [13] and MS map made by Maria
[15] then the results are modified into a simpler form. The uniqueness of this new function is derived from
two functions where both are improvisations or modifications of the Logistic map but have better performance
in digital data encryption. In addition, research on the composition of two chaotic functions that were later
modified is still limited and there has been no research that has carried out compositions from the results of
modifications or improvisations of the same chaotic map such as MS map and Improved logistic map. The
results of this research are expected that the new chaotic map can minimize the shortcomings of the Logistic
map so that it will become more difficult to decrypt illegally.

2. RESEARCH METHODS

2.1 Construction of a new chaotic map
Known general forms of MS map and Improved logistic map are as follows:
MS map [15]:

X _ TAXp
1T 4 A(1—xp)?

(mod 1) (1)

With
Improved Logistic Map [13]:

xne1 =mod((ux, (1— x,) — (4 —wx, (1 — x,)) x 212,1) 2
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If f(x,): MS map and g(x») : Improved logistic map, hence the composition of f (x,,) and g(xy) is

_ rARxp(u(1—xp)+2(xn—1)))2 2% (mod 1))
X+l = T 0oy (—xn) +2(en—1)) 212 (mod 1)))2

(mod 1) 3

After the composition function is formed, the modification process is carried out to form a function
that is simpler than the composition function. Symbol A is a symbol to express the magnitude of Lyapunov
exponent so the first change is made by changing the symbol A in Equation (3) into p so there is no confusion
or double definition of symbol A. Modification is done by eliminating the operation modulo 1 on humerators
and denominators due to the use of modulo 1 is used to ensure the domain and codomain are in the same
range, namely:(0 — 1). Further modification was made by trial and error technique against 212 which is
based on the assumption that the equation will be simpler and can save keystream formation time. Based on
this, an experiment was conducted with the system performing the calculation process on fractions first and
then a multiplication operation with 212, Here is the results of the second modification:

_ (22 (U(1—Xn)+2(Xn—1))) 12
Y1 = ((1+p(1—2xn(u(l—xn)+2(xn—1))2) X2 )modl (4)

where:

risinrange [0.1 - 4]

pisinrange [0.1 - 4]

uisinrange [0 — 1.9] U [2.1 — 4]
x is between [0 - 1]

2.2 Analysis of New Chaotic Map

The first step after the new map is formed is to analyze whether the map has chaotic properties or not
by analyzing the bifurcation diagram and Lyapunov exponent of the map. A bifurcation diagram is a diagram
that shows asymptotic points as a function of parameter values [18]. Bifurcation diagram illustrates the
possible long-term changes of system behavior when the values of control parameters are varied so that they
can be analyzed by varying one parameter at a time. In a bifurcation diagram, stable values are represented
by lines and for unstable values are represented by dots. In the new chaotic map, there are three parameters,
namely parameters u, p and r. Each parameter will be seen as what the bifurcation diagram looks like when
the values of the other two parameters are varied. To prove that a map sensitive dependence on the initial
value can be seen using Lyapunov exponent. Lyapunov exponent is very useful in looking at the characteristics
of chaos in a system because it is a quantity that states the speed of separation of two trajectories that are very
close together over time. Lynch [18] said that a map issaid to be chaotic if there is at least one positive
Lyapunov exponent. Lyapunov exponent for a map x,.,+1 = f(x;,) is a function of the intial value x,, denoted
by A. Here is the forula to calculate the Lyapunov exponent [19]:

A = limy e, {2 205 Il () 1} (5)
Based on the analysis conducted on the bifurcation diagram and Lyapunov exponent, this time the study
was conducted experiments on each parameter with values x, = 0.6 as well as parameters r = 3.15, p = 2,
and u = 3.9. The following is the bifurcation diagram of each parameter.
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Figure 1. (a) Bifurcation diagram with r = 3.15 and p = 2, (b) Bifurcation diagram withu = 3.9 and p = 2,
(c) Bifurcation diagram withr = 3.15and u = 3.9
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In Figure 1, all bifurcation diagrams show that in the range [0 — 4], each parameter shows chaotic
behavior. This is indicated by dense periodic points in the range.

The Lyapunov exponent calculation serves to see that the map is sensitive to the initial value. Here is
a sample image of the Lyapunov exponent from the new chaotic map.

1 1 10
8
E B (,/,;--_.__._-—-"'" — /”,""_--.._
2 I g
H - H
2
0
2
-4

Exp
Expo

Lyapunov

Lyapunov

Lyapunov

(a) (b) (c)

Figure 2. (a) Lyapunov exponent with r = 3.15 and p = 2, (b) Lyapunov exponent withu = 3.9 and p =
2, (c) Lyapunov exponent with r = 3.15andu = 3.9

Based on Figure 2, it can be seen that the Lyapunov exponent for each parameter is positive, this
indicates that two adjacent trajectories are moving divergently. A positive value from this calculation
indicates that the new chaotic map is sensitive to the initial value.

The bifurcation and Lyapunov exponent diagrams listed in Figure 1 dan Figure 2 all use the values of
xo = 0.6 and parameters r = 3.15, p = 2 dan u = 3.9. From the results of the bifurcation diagram and
Lyapunov exponent, it can be concluded that the selection of initial values and parameters in this study is
fairly good because all of them have chaotic properties. Therefore, these values will then be used in generating
the keystream array.

After getting the conclusion that the new map formed is chaotic, the encryption and decryption process
is carried out based on the new chaotic map. The following is the pseudocode of the keystream generation
algorithm, encryption algorithm, and decryption algorithm.

Algorithm 1. Keystream Generator Algorithm
Input : xo, u,p and r

Output : keystream

. Read x,, parameters value, data size (n)
2.Fori=1:(n)do

3 y = new chaotic map (r, p, u, x)
4 sequencefi] =y

5. X=y
6
7
8

=

. end for
. csequence = round(sequence*100000) mod 256
. stop

Algorithm 2. Encryption Algorithm

Input : original image

1. define a zero matrix datac the size of data (original image)
2.1=0

3.fori=0: m-1do

4. forj=0:n-1do

5. fork =0:3do

datacli,j,k] = data[i,j,k]é@csequence]l]

I=1+1

11. Output : Encrypted image
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2.3 Data Image

There are four color images data with varying sizes that will be used for testing in this study. The
following is a table that displays test data in detail:

Table 1. Detail Image Data

Image Original Image Dimensions Source
Name (Pixel)

Baboon 512 x 512 https://github.com/scijs/baboon-image
https://knowledgedo.in/10-lines-on-fruits-and-
vegetable 425 x 282 vegetables/
https://en.wikipedia.org/wiki/Lenna#/media/File
lenna S12x 512 :Lenna_(test_image).png
1920 https://www.wallpaperflare.com/water-sea-
fish % 1200 animals-fish-underwater-1920x1200-animals-fish-hd-

art-wallpaper-btcfs

3. RESULTS AND DISCUSSION

3.1 Encryption and Decryption Trial Results

In this trial, researchers used key parameters x, = 0.6, = 3.15, u = 3.9, and p = 2. The results of
the test in Table 2. show that the appearance of encrypted image is very different from the original image
and it is unpredictable what the original image looked like before being encrypted. In addition, the decrypted
image has the same appearance as the original image to the naked eye. Based on these results, it can be said
that the encryption and decryption algorithm are successful. And for the new chaotic map as a keystream
generator has good quality.
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Table 2. Display of Image Data Encryption and Decryption Trial Results

Image Original Image Encrypted Image Decrypted Image
Name

Baboon

vegetable

lenna

fish

3.2 Analysis of Trial Results
Key Sensitivity Analysis

A cryptosystem must be very sensitive if there is a very small change, in other words, chiperimage
cannot be decrypted, even if there is very little difference between encryption key and decryption key. To
find out how sensitive the key of the new chaotic map is, changes will be made to the value of the existing
parameters with a very small difference in value from the key that should be in the decryption process. In the
first test, a change in value r each 3.15+107%3.15+10719,3.15+ 1073, and 3.15 + 1074,
Furthermore, the test is carried out by changing the value of p with their respective changes 2 + 1075,2 +
1071%, 24+ 10715, and 2 + 1071°. For value change u which is 3.9 + 107>, 3.9+ 10719, 3.9 + 107,
and 3.9 + 10715,
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Table 3. Sensitivity Test Results for Value Changes r
r=3.15+ 107° r=3.15+ 1071° r=3.15+ 10713 r=3.15+ 1071

According to Table 3 the difference in parameter values r entered in the decryption process of 1073,
1071° and 1073 does not successfully show the original image. When the parameter value is
3.15000000000001 or 3.15 + 10~*, the original image is recognized and the decryption process is
successful.

Table 4. Sensitivity Test Results for Value Changes u
u=3.9 + 1075 u=3.9+ 10710 u=3.9+ 107 u=3.9+ 10715

Table 4 shows the results that when the value of parameter u entered in the decryption process is 3.9 +
107°, 3.9 + 1071, and 3.9 + 10~'* is unable to show the original image, but when the value entered is
3.9 + 10715 the result of the decryption process shows the original image. This shows that with the
difference of 10~1* from the actual value of parameter u, the original image still cannot be identified because
the system considers that the key entered is wrong.

Table 5. Sensitivity Test Results for Value Changes p
p=2+ 1075 p=2+ 10710 =2+ 10715 p=2+ 10716

The results of the sensitivity test for changes in parameter p as shown in Table 5 can be concluded that
the difference in values as large as 107>, 1071° and 10~*> from the initial value of p which is 2 in the
decryption process is not able to show the original image. The results of the decryption process began to show
the original image when the value entered was 2 + 10~1¢ or had a difference of 10716,

Based on the test results of Table 3, Table 4, and Table 5, it is concluded that the parameter sensitivity
p is equal to x, which is 107> while the parameter r and u each show a sensitivity of 1072 and 10~1* .
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With a value of 107>, 1073 and 10~* for key sensitivity values are fairly good or very sensitive so that
the cryptosystem can withstand brute force attacks.

The next step is to calculate the sensitivity level by calculating the Number of Pixel Changing Rate
(NPCR) and Unified Average Changing Intensity (UACI). NPCR and UACI are each used to calculate the
percentage of pixel differences in two encrypted images with keys whose differences are very small and test
the difference in the average intensity values of the two encrypted images. Here is the formula for calculating
NPCR and UACI [1].

2i,jD(.J)

VACI = —— [z,,, = ] x 100% @)

The optimal values for NPCR and UACI are 99.61% and 33.46%, respectively [20].
Table 6. NPCR and UACI Test Result

Image Name NPCR UACI

Baboon 99.62514241536458 33.498011570361115
Vegetable 99.60061187595606 33.35531178680265
Lenna 99.61624145507812 33.35346745510837
Fish 99.62335069444445 33.381551776769534

Based on Table 6, the new chaotic map has NPCR and UACI values on each tested data around the
optimal values of 99.61% and 33.46%. This shows that the proposed new chaotic map has good key
sensitivity as has been proven by value shift test.

Histogram Analysis

In digital image analysis, a histogram is one way to show what the color distribution looks like in an
image. In an encrypted image, the histogram diagram will look flat or uniform, in other words, the color
distribution is uniformly. In color images, the histogram diagram will be divided into three types, they are
red, green, and blue component. Table 7 shows the histograms of Lenna image samples in the form of
original image, encrypted image, and decrypted image histograms.

Table 7. Histogram of Digital Image

Color Original Image Encrypted Image Decrypted Image
Component
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Color Original Image Encrypted Image Decrypted Image
Component
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Based on Table 7, in the original image, the color distribution in each component is distributed
differently according to the number of colors or color intensity, while in encrypted image, the color
distribution is equally distributed so that the histogram display is flat. Another case with decrypted image
that has histogram display is similar to the original image, so based on the histogram analysis it can be
concluded that the decrypted image has the same result as the original image and to make sure the quality of
decrypted image same as original image will be known in image quality analysis. To further strengthen that
encrypted image is equally or uniformly distributed, a goodness of fit test is conducted. Here are the results
of statistical tests on encrypted images.

Table 8. Statistical Test Results of The New Chaotic Map

Statistical Value

Image
Name R Test G Test B Test
Vegetable 277.8451397580309 262.9913725490196 255.39147267417604
Lenna 258.29296875 252.884765625 239.8125
Baboon 284.7734375 311.91015625 234.251953125
Fish 252.182 293.34222222222223 230.1631111111111

To test whether the resulting statistical value shows the encrypted image is uniformly distributed or
not, the critical value is determined first. With a free degree of 255 and a significance level of 0.01, the
critical value for this test is 310.4573882199. For an encrypted image to be uniformly distributed, the
statistical test value must be less than the critical value. Based on Table 8, there is only one value in the
Baboon image that exceeds the critical value that is in the G test with 311.91015625. Therefore, it can be
concluded that encrypted images are uniformly distributed so that statistical attacks cannot be carried out
because pixel values are evenly distributed and unpredictable.

Correlation Analysis

The original image has a very high correlation between adjacent pixels, a good encryption algorithm
can reduce that correlation so that the encrypted image can withstand statistical attacks. Broadly speaking,
between encrypted image and original image should be very different. Correlation analysis is used to calculate
how much correlation between pixels in an image. To determine the correlation between two adjacent pixels,
this research uses two test methods, there are scatter plot and calculation. In both test, five different directions
are shown, namely horizontal direction (left-right), vertical direction (up-down), NW-SE (North West - South
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East, top left - bottom right), NE-SW (North East - South West, top right - bottom left). The following is the
scatter plot result of Lenna's image for the new chaotic map vertical direction.

Table 9. Scatter Plot Digital Image Correlation

Image Name Original Image Encrypted Image

250 250

200 i 200
_ 150 i g 150

Lenna 100 i il ¥ 100

Bottom
Bottom

0 50 100 150 200 250 0 50 100 150 200 250
Top Top

In the original image, the correlation between two adjacent pixels is very strong and the dots converge
on the original line. While in encrypted image all the points are spread on the axis x and y, in other words,
there is no correlation between two adjacent pixels. To strengthen the results of scatter plot correlation above,
the value of the new chaotic map correlation calculation will be presented below.

Table 10. New Chaotic Map Correlation Calculation Results

Image Name Original Image Encrypted Image
Ver Hor NW-SE  NE-SW Ver Hor NW-SE NE-SW
0.962286 0.966788 0.9390 0.942586 -0.0001 -0.0030 -0.0020 -0.00052
Vegetable 9443508 5798520 966828 8980948 314860543 401566156 768259346 43920875
719 882 6406 775 78302 43382 824443 978

0.988128 0.979578 0.9720 0.977303 -0.00097 -0.00098 -0.00046 -0.00074
Lenna 7699641 0555446 111370 4785277 570661431 164296904 023921650 74101444
909 493 6174 107 0791 7316 9983 274659

0.862037 0.925513 0.8370 0.831565 -0.00143 -0.00199 -0.00065 -0.00053
Baboon 9474993 2614471 111402 9110845 463521152 157052415 437721393 98825102

045 103 2089 933 4203 4699 72676 23422
0.993775 0.994751 0.9920 0.991343 -0.00020 -0.002452  -0.000240  -0.00035

Fish 8081652 1485954 419044 7280895 130337505 467630482 565855768 70210211
02 275 1137 656 915456 111 05685 77546

In plaintext images or original images, the size of correlation coefficient in each direction both
vertically, horizontally and diagonal is always close to one, while in encrypted image that falls into the good
category, the size of correlation coefficient is always close to zero. If this happens, it is certain that there will
be no correlation between the original image and the encrypted image so that the encrypted image is safe
from statistical attacks. Table 10 shows that in the original image, all correlation values from all directions
close to numbers 1 while in encrypted image, all correlation values are close to zero. The results on the
encrypted image show that there is no correlation between two adjacent pixels. Therefore, it can be concluded
that the new chaotic map is safe from statistical attacks because the information provided by the encrypted
image is not enough to guess the original image.

Image Quality Analysis

In cryptosystems, the decrypted image must be the same as the original image. Therefore, to test the
quality of decrypted images in this research using PSNR and MSE tests. Peak Signal-to-Noise Ratio (PSNR)
is one way that can be used to compare image quality between decrypted images and the original image [15].
When we calculate PSNR we also need the Mean Square Error (MSE) value. The following are the results
of calculating PSNR and MSE test data using the new chaotic map.

Table 11. PSNR and MSE values of the new chaotic map

Image Name MSE PSNR
Vegetable 0 ©
Lenna 0
Baboon 0
Fish 0

8 88
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Based on the table of PSNR and MSE values, new chaotic map is obtained that for MSE are zero, and
PSNR are valued oo for all images. The results show that the decrypted image is the same as the original
image and also has the same quality.

4. CONCLUSIONS

The new chaotic map that formed as a result of modification from the composition of the MS map and
Improved Logistic map has chaotic behavior that can be seen from the positive Lyapunov exponent and
density on the bifurcation diagram. The implementation of the new chaotic map-based image encryption
algorithm produces an encrypted image cannot provide any information from the original image because the
original image didn’t appear and also based on histogram analysis the colour distribution of encrypted image
is uniformly distributed. As for the decrypted image, it has the same appearance as the original image and
histogram of decrypted image have same distribution as original image. Key sensitivity x, and p that is 101>
while the parameters r be 10713 and u be 10~ In addition, NPCR and UACI values each have values close
to the optimal value 99.61% and 33.46%. Based on the results of histogram analysis, the encrypted image
on the chaotic map is only one point above the critical point value. For correlation analysis, the new chaotic
map test shows no correlation between two adjacent pixels so that the system is safe from statistical attacks.
PSNR and MSE tests performed showed results of 0 and oo. So it can be concluded that the decrypted image
has the same appearance and quality as the original image.

In this study the image used is only a type of color image, so in the next study it can be added by using
greyscale image. In addition, further modifications of this new chaotic map can be made to produce a better
chaotic map.
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