
PARAMETER 
JURNAL MATEMATIKA, STATISTIKA DAN TERAPANNYA 

 

e-ISSN. 2829-6303 

Vol. 05, No. 2, September 2026 

Pages 319-332 

 

        Research Ariticle • Open Acces 
Email: jurnalparameter@gmail.com                                                                                

Homepage: https://ojs3.unpatti.ac.id/index.php/parameter 

        Submitted: November 2025  

        Accepted: September 2026                                                                       319 
 

 
 

Hill Cipher with Block Permutation Using a 97-Symbol Character 

Set: Entropy and Cryptanalytic Considerations 

Diva Rizqie Aurellia 1, Yanuar Bhakti Wira Tama 2*, Winarni Winarni 3  

123Department of Mathematics, Institut Teknologi Kalimantan, Balikpapan, East Kalimantan 

76127, Indonesia 

E-mail Correspondence Author: *yanuar.bhakti@lecturer.itk.ac.id   
 

Abstract 

This study investigates a Hill-cipher implementation over a 97-symbol character set followed by a fixed 

block permutation. The character set consists of the 94 printable standard ASCII symbols excluding 

space, supplemented by ¥, €, and ±, and is mapped bijectively to the finite field F₉₇. Invertible key 

matrices of sizes 3×3, 4×4, and 5×5 are evaluated using Shannon entropy and character-frequency 

distributions. For the experimental text, preprocessing removes spaces and symbols outside the defined 

set, producing 1,302 symbols with plaintext entropy 4.4800 bits. A representative 4×4 experiment 

yields ciphertext entropy 6.5545 bits, close to the theoretical maximum log₂(97)=6.5999 bits. Across 

three keys for each matrix size, the mean entropy values are 6.5209, 6.5443, and 6.5399 bits for 3×3, 

4×4, and 5×5 matrices, respectively, showing no monotonic increase with matrix size. The block 

permutation changes symbol positions but preserves single-symbol frequencies and entropy. Moreover, 

because a fixed permutation matrix composed with a Hill key remains a linear transformation over F₉₇, 

the construction retains the known-plaintext vulnerability of Hill-type ciphers. Accordingly, the 

results demonstrate strong single-symbol statistical uniformity of the ciphertext, but should not be 

interpreted as evidence of modern cryptographic security. 
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1. INTRODUCTION  
 

Along with the rapid development of the digital world today, concerns about the 

level of security of data stored and data transmitted digitally have also become an 

important issue. In addition, data and information exchange is something that is 

frequently carried out by individuals as well as groups. With the advancement of 

technology that facilitates data and information exchange, it has also become easier for 

such information to be exposed, manipulated, and misused. The negative impact of 

technological development makes security in information exchange and data storage as 

well as text protection, increasingly important. Text documents face integrity and 

security issues in the modern digital world [1]. Thus, in this context, text is not 

necessarily safe from unauthorized access, making confidentiality and security crucial.  

One way to maintain the security and confidentiality of information is through 

cryptography, which is the field of study that examines data encryption techniques to 

preserve confidentiality and security. In cryptography, the original message (plaintext) 

is transformed into an encoded form (ciphertext) through a process called encryption, 

while the process of converting ciphertext back into plaintext is called decryption. Using 

cryptographic techniques, the message sent goes through an encryption process, so that 

it can only be read by a person who has the secret key [2]. Several well-known classical 

cryptographic algorithms include the Caesar Cipher, Vigenère Cipher, Affine Cipher, 

and Hill Cipher [3]. Classical cryptography hides information transforming plaintext 

into an unintelligible form [4].  There are many cryptographic applications besides those 

already mentioned, ranging from asymmetric cryptography for digital signatures [5] 

and key exchange [6], and so on, to symmetric cryptography such as in medical IoT [7], 

image processing [8], [9], developments based on the Hill Cipher [10], and hybrid 

schemes of them [11], [12], [13]. 

Several related studies have addressed text protection and classical cryptographic 

constructions [14], [15], [16], [17] while Hill Cipher studies have also extended the 

conventional 26-character alphabet to larger symbol sets containing 53, 94, or 95 symbols 

[18], [19], [20]. This study implements the Hill Cipher on a 97-symbol character set with 

the addition of a fixed block-permutation method. The permutation rearranges the 

positions of symbols within each block after the Hill transformation. The 97-symbol set 

consists of 94 printable standard ASCII characters excluding space, supplemented by ¥, 

€, and ±. The space character is excluded so that the symbol set has prime cardinality 97 

and can be mapped bijectively to the finite field F₉₇. Because a fixed permutation changes 

only symbol positions, it does not change single-symbol frequencies or Shannon 

entropy. 

This research is limited to the use of key matrices of sizes 3 × 3, 4 × 4, and 5 × 5, 

with the focus on examining how these variations affect the statistical characteristics of 

the resulting ciphertext. The evaluation uses character-frequency distributions and 

Shannon entropy, together with a direct comparison between plaintext and ciphertext. 

The 97 symbols are mapped to the finite field F₉₇; therefore, a key matrix A is valid when 

det(A) ≠ 0 in F₉₇, which guarantees that A is invertible. Related Hill-based schemes have 

combined linear transformations with permutation or scrambling operations [12], [13]. 

The contribution of the present study is the implementation and statistical evaluation of 

a Hill Cipher over the 97-symbol set followed by a fixed block permutation, rather than 

a claim of a fundamentally new secure cipher. The cryptanalytic discussion also 

considers the linearity of the combined transformation and the known-plaintext 

weakness that remains for fixed Hill-type mappings [21], [22]. 
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2. METHOD  

The proposed system operates on a finite alphabet of 97 symbols that is encoded 

as elements of the finite field F₉₇. Each plaintext block is first encoded as a vector, 

transformed by an invertible Hill key matrix, and then subjected to a fixed coordinate 

permutation. The experimental plaintext is the Indonesian-language passage shown in 

Figure 1; it is used solely as a reproducible test string for the statistical analysis. The 

procedure is described in the following subsections. 

2.1 Character Set, Message Cleaning, and Padding 

Let S denote the 97-symbol character set in Table 1. It contains the 94 printable 

standard ASCII characters from “!” through “~” (space excluded) together with the three 

supplemental symbols ¥, €, and ±. A bijection phi from S to F₉₇ assigns the integer values 

0,…,96 shown in the table. During preprocessing, spaces and any symbols not contained 

in S are removed, while punctuation marks that belong to S are retained. This rule 

resolves the distinction between valid punctuation and characters that are genuinely 

outside the defined alphabet. The space character is intentionally excluded so that the 

alphabet contains exactly 97 symbols, allowing a direct bijective representation over the 

prime field F₉₇. The three supplemental symbols ¥, €, and ± are included to increase the 

94 non-space printable ASCII symbols to this prime cardinality. 

Table 1. 97-Symbol Character Set and F₉₇ Encoding 

Value in F₉₇ Symbol Value in F₉₇ Symbol Value in F₉₇ Symbol 

0 ¥ 33 A 66 b 

1 ! 34 B 67 c 

2 " 35 C 68 d 

3 # 36 D 69 e 

4 $ 37 E 70 f 

5 % 38 F 71 g 

6 & 39 G 72 h 

7 ' 40 H 73 i 

8 ( 41 I 74 j 

9 ) 42 J 75 k 

10 * 43 K 76 l 

11 + 44 L 77 m 

12 , 45 M 78 n 

13 - 46 N 79 o 

14 . 47 O 80 p 

15 / 48 P 81 q 

16 0 49 Q 82 r 

17 1 50 R 83 s 

18 2 51 S 84 t 

19 3 52 T 85 u 

20 4 53 U 86 v 

21 5 54 V 87 w 

22 6 55 W 88 x 

23 7 56 X 89 y 

24 8 57 Y 90 z 

25 9 58 Z 91 { 

26 : 59 [ 92 | 

27 ; 60 \ 93 } 

28 < 61 ] 94 ~ 



322 
 

Value in F₉₇ Symbol Value in F₉₇ Symbol Value in F₉₇ Symbol 

29 = 62 ^ 95 € 

30 > 63 _ 96 ± 

31 ? 64 `   

32 @ 65 a   
 

The original test passage contains 1,498 characters when spaces are counted. After the 

preprocessing rule above, 1,302 symbols remain. If the cleaned length is not divisible by 

the selected block size n, up to n−1 padding symbols from S are appended to complete 

the final block. The short illustrative example in Section 3.1 uses “_2” as two padding 

symbols; the padding is removed after successful decryption when the original message 

length is known. 

2.2 Encryption and Decryption  

Let a plaintext block be represented by the column vector p in F₉₇ⁿ, and let A in 

GLₙ(F₉₇) be the Hill key matrix. Since 97 is prime, F₉₇ is a field; therefore, A is invertible 

if and only if det(A) ≠ 0 in F₉₇. The Hill encryption and decryption transformations are 

given in Equation (1) and Equation (2), respectively. 
𝑪 = 𝑬𝑨 (𝑷) = 𝑨 ⋅ 𝑷 𝒎𝒐𝒅 𝟗𝟕                          (1) 

The corresponding Hill decryption is given by Equation (2). 

𝑷 = 𝑫𝑨(𝑪)  = 𝑨−𝟏 ⋅ 𝑪 𝒎𝒐𝒅 𝟗𝟕                          (2) 

The inverse A⁻¹ is computed by Gauss–Jordan elimination with all row operations 

carried out in F₉₇. A related modular implementation of Gauss–Jordan elimination for 

cryptographic matrix inversion over ℤ/256ℤ was reported by Tama and Mujahidin [23]. 

For the second stage, let 𝝅 ∈ 𝑺ₙ be a fixed permutation and let 𝑷𝝅 denote its permutation 

matrix. The forward and inverse permutation maps are given in Equation (3) and 

Equation (4).  

eπ(𝒙) = P𝜋𝒙 = (xπ(1), xπ(2),… , xπ(m))
𝑇
                           (3) 

𝐝𝝅(𝒚) = 𝐏𝝅
−𝟏𝒚 = 𝐏𝝅

𝑻𝒚 = (𝐲𝛑−𝟏(𝟏), 𝐲𝛑−𝟏(𝟐), … , 𝐲𝛑−𝟏(𝐦))
𝑻

                          (4) 

The complete two-stage transformation can therefore be written as 

𝐳 = 𝑷𝝅𝑨𝐩 (𝐦𝐨𝐝 𝟗𝟕),  𝐩 = 𝑨−𝟏𝑷𝝅
𝗧𝐳 (𝐦𝐨𝐝 𝟗𝟕) 

Because 𝑷𝝅𝑨 is an invertible matrix over F₉₇, the fixed Hill–permutation construction 

remains linear. The permutation stage changes only coordinate positions and therefore 

preserves the multiset of ciphertext symbols, their single-symbol frequencies, and their 

Shannon entropy. 

2.3 Character Distribution and Shannon Entropy 

Character-frequency distributions are compared for the cleaned plaintext and 

ciphertext, and Shannon entropy is used as a measure of single-symbol statistical 

uniformity [24]. For symbol 𝒊, let 𝒏ᵢ be its observed count in a text of length N and define 

𝒑ᵢ =
𝒏𝒊

𝑵
. The Shannon entropy is given by Equation (5); symbols with 𝒑ᵢ = 𝟎 contribute 

zero to the sum.  

𝑯(𝑿) = −∑𝒑𝒊

𝟗𝟔

𝒊=𝟎

𝐥𝐨𝐠𝟐𝒑𝒊,  𝒑𝒊 =
𝒏𝒊

𝑵
 

                         (5) 



323 
 

For a uniform distribution over 97 symbols, the maximum possible entropy is 

𝑯𝐦𝐚𝐱 = 𝐥𝐨𝐠𝟐(𝟗𝟕) ≈ 𝟔. 𝟓𝟗𝟗𝟗 bits 

 The normalized entropy H/𝑯𝐦𝐚𝐱 is used to indicate how close an empirical 

symbol distribution is to the uniform ideal. A value near 𝑯𝐦𝐚𝐱 indicates a flat single-

symbol distribution, but does not by itself establish resistance to known-plaintext, 

chosen-plaintext, or other structural attacks. 
 

3 RESULTS AND DISCUSSION  
 

The implementation is evaluated in three stages: a short worked example verifies 

encryption and decryption, a longer plaintext is used to examine character distributions 

and entropy, and the security scope of the fixed linear construction is discussed 

separately. All arithmetic in the Hill stage is performed modulo 97 using the encoding 

in Table 1. 

 

3.1.  Encryption 

 The following example illustrates the complete two-stage transformation and 

verifies that the original plaintext is recovered by the inverse operations. Suppose the 

Hill key matrix is 

𝐾 = [

5 17 4 1
8 3 9 7
6 2 12 11
10 13 14 15

] 

and the plaintext is “Matematika”. Because the block size is 4, two padding symbols 

“_2” are appended, giving “Matematika_2”. Each character is mapped to its F₉₇ value 

according to Table 1. 

 

The encoding of the padded plaintext is shown below. 

M a t e m a t i k a _ 2 

45 65 84 69 77 65 84 73 75 65 63 18 

Hence, the given plaintext is divided into three blocks as follows: 

P1 = [

45
65
84
69

] ,  P2 = [

77
65
84
73

] ,  P3 = [

75
65
63
18

] 

Next, the block is multiplied by the key matrix 𝐾. For example, the computation 𝑃1 yields 

the ciphertext block 𝐶1 as follows: 

C1 = [

5 17 4 1
8 3 9 7
6
10

2
13

12
14

11
15

] ∙ [

45
65
84
69

]𝑚𝑜𝑑 97 =

[
 
 
 

(5 × 45) + (17 × 65) + (4 × 84) + (1 × 69)
(8 × 45) + (3 × 65) + (9 × 84) + (7 × 69)

(6 × 45) + (2 × 65) + (12 × 84) + (11 × 69)
(10 × 45) + (13 × 65) + (14 × 84) + (15 × 69)]

 
 
 

= [

225 + 1105 + 336 + 69
360 + 195 + 756 + 483
270 + 130 + 1008 + 759
450 + 845 + 1176 + 1035

]𝑚𝑜𝑑 97 = [

1735
1794
2167
3506

]𝑚𝑜𝑑 97 ≡ [

86
48
33
14

] = [

v
P
A
.

] 
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By applying the same procedure, the ciphertext resulting from 𝑃2 and 𝑃3 the Hill Cipher 

is obtained as follows: 

C1 = [

v
P
A
.

] , C2 = [

X
I
k
&

] , C3 = [

$
A
o
?

] 

or, equivalently, the final ciphertext is obtained “vPA.XIk&$Ao?”. 

 

Subsequently, applying the Permutation Cipher with key 𝑲𝜋(𝑥) = [

0 0 0 1
0 1 0 0
1
0

0
0

0
1

0
0

] 

 yields the following result: 

C1 = 𝐾𝜋(𝑥) ∙  [

𝑣
𝑃
𝐴
.

] = [

0 0 0 1
0 1 0 0
1
0

0
0

0
1

0
0

] ∙ [

86
48
33
14

] = [

0 + 0 + 0 + 14
0 + 48 + 0 + 0
86 + 0 + 0 + 0
0 + 0 + 33 + 0

] = [

14
48
86
33

] = [

.
𝑃
𝑣
𝐴

] 

C2 = 𝐾𝜋(𝑥) ∙  [

𝑋
𝐼
𝑘
&

] = [

0 0 0 1
0 1 0 0
1
0

0
0

0
1

0
0

] ∙ [

56
41
75
6

] = [

0 + 0 + 0 + 6
0 + 41 + 0 + 0
56 + 0 + 0 + 0
0 + 0 + 75 + 0

] = [

6
41
56
75

] = [

&
𝐼
𝑋
𝑘

] 

C3 = 𝐾𝜋(𝑥) ∙  [

$
𝐴
𝑜
?

] = [

0 0 0 1
0 1 0 0
1
0

0
0

0
1

0
0

] ∙ [

4
33
79
31

] = [

0 + 0 + 0 + 31
0 + 33 + 0 + 0
4 + 0 + 0 + 0
0 + 0 + 79 + 0

] = [

31
33
4
79

] = [

?
𝐴
$
𝑜

] 

Finally, the last ciphertext is obtained “.PvA&IXk?A$o”. 

 

3.2.  Decryption 

In decryption, we attempt to recover the message that has been encrypted using 

the Hill Cipher and the Permutation Cipher. Since the encryption process first applies 

the Hill Cipher followed by the Permutation Cipher, the decryption process must 

apply the Permutation Cipher first, followed by the Hill Cipher. For the permutation 

matrix, its inverse can be obtained by transposing the matrix. Thus, the inverse key 

matrix for the permutation is obtained 𝑲𝜋−1(𝑥) = [

0 0 1 0
0 1 0 0
0
1

0
0

0
0

1
0

]. The first step of 

decryption using the inverse permutations as follows: 

C1 = 𝐾𝜋−1(𝑥) ∙  [

.
𝑃
𝑣
𝐴

] = [

0 0 1 0
0 1 0 0
0
1

0
0

0
0

1
0

] ∙ [

14
48
86
33

] = [

0 + 0 + 86 + 0
0 + 48 + 0 + 0
0 + 0 + 0 + 33
14 + 0 + 0 + 0

] = [

86
48
33
14

] = [

v
P
A
.

] 

C2 = 𝐾𝜋−1(𝑥) ∙  [

&
𝐼
𝑋
𝑘

] = [

0 0 1 0
0 1 0 0
0
1

0
0

0
0

1
0

] ∙ [

6
41
56
75

] = [

0 + 0 + 56 + 0
0 + 41 + 0 + 0
0 + 0 + 0 + 75
6 + 0 + 0 + 0

] = [

56
41
75
6

] = [

X
I
k
&

] 
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C3 = 𝐾𝜋−1(𝑥) ∙  [

?
𝐴
$
𝑜

] = [

0 0 1 0
0 1 0 0
0
1

0
0

0
0

1
0

] ∙ [

31
33
4
79

] = [

0 + 0 + 4 + 0
0 + 33 + 0 + 0
0 + 0 + 0 + 79
31 + 0 + 0 + 0

] = [

4
33
79
31

] = [

$
A
o
?

] 

Next, the Hill key matrix is inverted over F₉₇ using Gauss–Jordan elimination. All row 

operations below are performed modulo 97. Starting from the augmented matrix 
[𝐾 ∣ 𝐼4], 

[

5 17 4 1
8 3 9 7
6 2 12 11
10 13 14 15

 | 

1 0 0 0
0 1 0 0
0 0 1 0
0 0 0 1

]. 

Because 5−1 ≡ 39 (mod 97), normalize the first pivot using 𝑅1 ← 39𝑅1: 

[

1 81 59 39
8 3 9 7
6 2 12 11
10 13 14 15

 | 

39 0 0 0
0 1 0 0
0 0 1 0
0 0 0 1

]. 

Apply 𝑅2 ← 𝑅2 − 8𝑅1, 𝑅3 ← 𝑅3 − 6𝑅1, and 𝑅4 ← 𝑅4 − 10𝑅1: 

[

1 81 59 39
0 34 22 83
0 1 46 68
0 76 6 13

 | 

39 0 0 0
76 1 0 0
57 0 1 0
95 0 0 1

]. 

Since 34−1 ≡ 20 (mod 97), set 𝑅2 ← 20𝑅2, then apply 𝑅1 ← 𝑅1 − 81𝑅2, 𝑅3 ← 𝑅3 − 𝑅2, 

and 𝑅4 ← 𝑅4 − 76𝑅2: 

[

1 0 18 21
0 1 52 11
0 0 91 57
0 0 31 50

 | 

12 29 0 0
65 20 0 0
89 77 1 0
5 32 0 1

]. 

Because 91−1 ≡ 16 (mod 97), set 𝑅3 ← 16𝑅3, then apply 𝑅1 ← 𝑅1 − 18𝑅3, 𝑅2 ← 𝑅2 −

52𝑅3, and 𝑅4 ← 𝑅4 − 31𝑅3: 

[

1 0 0 95
0 1 0 20
0 0 1 39
0 0 0 5

 | 

85 66 3 0
28 73 41 0
66 68 16 0
93 58 86 1

]. 

Finally, use 5−1 ≡ 39 (mod 97) to set 𝑅4 ← 39𝑅4, followed by 𝑅1 ← 𝑅1 − 95𝑅4, 𝑅2 ←

𝑅2 − 20𝑅4, and 𝑅3 ← 𝑅3 − 39𝑅4: 

[

1 0 0 0
0 1 0 0
0 0 1 0
0 0 0 1

 | 

64 31 18 78
44 35 85 93
39 23 63 31
38 31 56 39

]. 

Therefore, 

𝐾−1 = [

64 31 18 78
44 35 85 93
39 23 63 31
38 31 56 39

]  (mod 97). 

Finally, applying pᵢ=K⁻¹cᵢ (mod 97) gives: 
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𝐩1 = 𝐾−1𝐜1 (mod 97) = (45,65,84,69)𝖳 

𝐩2 = 𝐾−1𝐜2 (mod 97) = (77,65,84,73)𝖳  

𝐩3 = 𝐾−1𝐜3 (mod 97) = (75,65,63,18)𝖳  

The recovered vectors map to “Mate”, “mati”, and “ka_2”, respectively. Combining 

them gives “Matematika_2”. Removing the two known padding symbols returns the 

original plaintext “Matematika”, confirming the correctness of the encryption–

decryption implementation. 
 

3.3.  Cryptosystem Implementation and Entropy Analysis 

 For the longer experiment, the Hill and permutation stages are applied to the 

passage shown in Figure 1 using several invertible key matrices. The original passage 

contains 1,498 characters including 196 spaces. Applying the preprocessing rule removes 

the spaces and leaves 1,302 symbols, as shown in Figure 2. For the 4×4 experiment, two 

padding symbols are required, so the encrypted sequence contains 1,304 symbols. 
 

 

Figure 1. Plaintext 
 

Figure 2 shows the cleaned plaintext after the 196 spaces have been removed. All 

remaining punctuation belongs to the 97-symbol set in Table 1; no valid punctuation is 

discarded. The cleaned plaintext therefore has length 1,302 and uses 52 distinct symbols. 

 

 

Figure 2. Plaintext After Cleaning 
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Applying the 4×4 Hill key matrix and the fixed permutation matrix shown below 

produces the ciphertext blocks displayed in Figure 3. 

 

 

Figure 3. Ciphertext 

Figure 4 presents a grouped bar plot comparing the relative frequency 

distribution of each character in the cleaned plaintext and the representative ciphertext. 

The x-axis displays the actual symbols according to the numerical mapping (0–96) in 

Table 1. The plaintext exhibits a noticeably uneven distribution, with several symbols 

occurring much more frequently than others. In contrast, the ciphertext shows a flatter 

distribution across the character set. For a character set containing 97 symbols, the 

theoretical uniform probability of each symbol is 1/97≈0.0103. Although the ciphertext 

frequencies do not exactly attain this value for every symbol, their distribution is 

considerably more balanced than that of the plaintext. This observation indicates that 

the encryption process reduces the visible single-symbol frequency structure of the 

original message and therefore reduces the information available to simple character-

frequency analysis.  

 

Figure 4. Character frequencies in plaintext and ciphertext 

 

 The difference between the plaintext and ciphertext distributions can be further 

evaluated using Shannon entropy. For a character set containing 97 symbols, the 

maximum possible entropy under a uniform distribution is 𝐻𝑚𝑎𝑥 = 𝑙𝑜𝑔₂(97) ≈ 6.5999 

bits. For the representative ciphertext shown in Figure 4, the entropy obtained using 

Equation (5) is 6.5545 bits, compared with 4.4800 bits for the cleaned plaintext. The 

ciphertext value is close to the theoretical maximum, which is consistent with the flatter 
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relative-frequency distribution observed in Figure 4. The entropy analysis was 

subsequently extended to Hill Cipher key matrices of sizes 3×3, 4×4, and 5×5, as 

presented in Table 2. The permutation stage is not evaluated separately using Shannon 

entropy because a permutation changes only the positions of the ciphertext symbols and 

does not alter their frequency distribution. Consequently, for a fixed Hill Cipher output, 

applying the permutation preserves the Shannon entropy. Therefore, the entropy values 

reported in this study primarily characterize the statistical distribution generated by the 

Hill Cipher transformation, whereas the permutation layer provides positional 

rearrangement. 

Table 2. Ciphertext Entropy for Nine Invertible Key Matrices 

No. Matrix size Key matrix Entropy (bits) 

1 3×3 
[
17 22 11
8 3 5
14 9 7

] 

 

6.5074 

2 3×3 
[
12 45 7
23 56 78
34 90 11

] 

 

6.5306 

3 3×3 
[
42 15 61
7 26 89
83 19 17

] 

 

6.5246 

4 4×4 

[

5 17 4 1
8 3 9 7
6
10

2
13

12
14

11
15

] 

 

6.5545 

5 4×4 

[

21 15 33 76
40 67 55 80
19
37

45
28

11
84

72
65

] 

6.5450 

6 4×4 

[

17 31 42 25
36 18 21 8
58
49

65
72

41
15

12
29

] 

 

6.5334 

7 5×5 

[
 
 
 
 
5 17 4 1 9
8 3 9 7 6
6
10
7

2
13
8

12 11 3
14 15 5
6 9 2 ]

 
 
 
 

 

 

6.5225 

8 5×5 

[
 
 
 
 
11 3 7 2 14
6 5 9 10 1
8
2
7

13
6
9

4 15 12
11 8 3
10 5 13]

 
 
 
 

 

 

6.5485 

9 5×5 

[
 
 
 
 
35 20 11 75 23
54 44 25 67 80
64
28
46

27
37
78

62 88 92
87 90 34
65 54 29]

 
 
 
 

 

 

6.5486 

 

The entropy results do not show a monotonic relationship between matrix dimension 

and single-symbol entropy. For the three 3×3 keys, the mean entropy is 6.5209 bits with 
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sample standard deviation 0.0120; for the 4×4 keys, 6.5443±0.0106 bits; and for the 5×5 

keys, 6.5399±0.0150 bits. These means correspond to 98.80%, 99.16%, and 99.09% of 

Hmax, respectively. Thus, the 4×4 group has the highest mean in this small experiment, 

but the differences among the three dimensions are modest and do not support the claim 

that a larger matrix automatically produces higher entropy. 

Using 97 symbols provides a convenient algebraic setting because the encoding is 

over the prime field F₉₇. This guarantees that every matrix with nonzero determinant has 

an inverse and avoids the extra coprimality complications that occur for composite 

moduli such as 94 or 95. This is an implementation advantage rather than, by itself, a 

proof of stronger cryptographic security. Compared with previous 53-, 94-, and 95-

symbol Hill implementations [18], [19], [20], the present alphabet raises the theoretical 

single-symbol entropy ceiling to 𝑙𝑜𝑔₂(97) ≈ 6.5999 bits, and the measured ciphertext 

entropies approach that ceiling. The result should therefore be interpreted as improved 

statistical use of the available symbol space, not as elimination of the structural 

weaknesses of Hill encryption. This study remains closely connected to previous ASCII-

based and hybrid Hill-cipher research. Earlier implementations have used expanded 

symbol sets containing 53, 94, or 95 characters [18], [19], [20], while other Hill-based 

schemes incorporate permutation, scrambling, or chaotic transformations [12], [13], [14]. 

In the present system, using 97 symbols raises the theoretical single-symbol entropy 

ceiling to 𝑙𝑜𝑔₂(97)  =  6.5999 bits and, because 97 is prime, places the matrix operations 

in the finite field F₉₇. This simplifies the criterion for key invertibility compared with 

composite moduli such as 94 or 95. However, these algebraic conveniences should not 

be interpreted as proof of stronger cryptographic security. Likewise, the fixed 

permutation layer rearranges symbol positions but does not alter their frequencies or 

Shannon entropy, and Section 3.4 shows that the combined transformation remains 

linear. Thus, relative to previous work, the contribution is best understood as a 97-

symbol finite-field implementation with a direct plaintext–ciphertext statistical 

comparison and an explicit discussion of cryptanalytic limitations. 

 

3.4.  Security Scope and Limitations 

 Let 𝑃𝜋 denote the fixed permutation matrix and let 𝐴 ∈ 𝐺𝐿ₙ(𝐹₉₇) be the Hill key 

matrix. For a plaintext block 𝑝, the complete two-stage transformation can be expressed 

using the effective matrix M, as shown in Equation (6). 

 
𝐳 = 𝑃𝜋𝐴𝐩 = 𝑀𝐩,    𝑀 = 𝑃𝜋𝐴 ∈ 𝐺𝐿𝑛(𝔽97) (6) 

Thus, the Hill–permutation construction is algebraically equivalent to a single 

invertible linear transformation over F₉₇. Suppose an attacker obtains n linearly 

independent plaintext blocks 𝑝₁,… , 𝑝ₙ and their corresponding ciphertext blocks 

𝑧₁,… , 𝑧ₙ. Define 𝑋 = [𝑝₁ ⋯  𝑝ₙ] and 𝑍 = [𝑧₁ ⋯  𝑧ₙ]. Since X is invertible, the effective 

matrix can be recovered as. 

 
𝑀 = 𝑍𝑋−1,    𝑑𝑒𝑡(𝑋) ≠ 0 (7) 

This is the classical known-plaintext weakness of Hill-type ciphers [21]. A fixed 

coordinate permutation therefore does not remove this vulnerability; it only changes the 

visible order of symbols within each block. 
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For reference, the nominal Hill-key space for block size n is the general linear group 

GLₙ(F₉₇), whose cardinality is given in Equation (8). 
|𝐺𝐿𝑛(𝔽97)| = (97𝑛 − 1)(97𝑛 − 97)⋯(97𝑛 − 97𝑛−1) (8) 

For n=3, 4, and 5, the base-2 logarithm of this cardinality is approximately 59.38, 

105.58, and 164.98 bits, respectively. These values are nominal key-space sizes, not 

equivalent attack complexities, because recovery through Equation (7) can be much 

cheaper when suitable plaintext–ciphertext pairs are available. Moreover, treating the 

permutation as a separate fixed key does not enlarge the set of distinct effective linear 

maps beyond 𝐺𝐿ₙ(𝐹₉₇), since 𝑃𝜋𝐴 is itself an element of that group. Cryptanalytic studies 

of Hill and modified Hill constructions therefore motivate evaluating structural attacks 

in addition to entropy [8], [21], [22]. A practical limitation of the present implementation 

is the exclusion of the space character. Consequently, word boundaries are removed 

during preprocessing, which may reduce readability and practical usability after 

decryption unless the original spacing information is preserved or reconstructed 

separately. Future implementations may employ an alternative 97-symbol mapping or 

an auxiliary mechanism to preserve spaces. 

 

4 CONCLUSION  
 

This study implemented a Hill Cipher over a 97-symbol character set mapped 

bijectively to F₉₇ and followed it with a fixed block permutation. For the experimental 

passage, preprocessing produced 1,302 symbols with plaintext entropy 4.4800 bits, while 

a representative 4×4 ciphertext reached 6.5545 bits compared with the ideal 6.5999 bits. 

Across three keys for each dimension, the mean ciphertext entropies were 6.5209, 6.5443, 

and 6.5399 bits for 3×3, 4×4, and 5×5 matrices, so the experiment does not show a 

monotonic entropy increase with matrix size. The use of the prime modulus 97 gives a 

clean finite-field setting in which every key matrix with nonzero determinant is 

invertible, but this algebraic convenience does not by itself imply stronger security. The 

fixed permutation preserves single-symbol frequencies and entropy, and its composition 

with the Hill matrix remains linear; consequently, the construction retains the known-

plaintext vulnerability of Hill-type ciphers. The results therefore support the conclusion 

that the scheme produces ciphertext with high single-symbol statistical uniformity, not 

that it achieves modern cryptographic security. Future work should introduce genuinely 

nonlinear or key-dependent transformations and evaluate known- and chosen-plaintext 

attacks, key sensitivity, avalanche behavior, and other security metrics beyond Shannon 

entropy. 
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  𝑪 =   𝑬  𝑨    ( 𝑷 ) = 𝑨 ⋅ 𝑷   𝒎 𝒐 𝒅   𝟗 𝟕


  𝑷 =   𝑫  𝑨  ( 𝑪 )   =   𝑨  − 𝟏 ⋅ 𝑪   𝒎 𝒐 𝒅   𝟗 𝟕


  𝝅 ∈ 𝑺 ₙ


    𝑷  𝝅


   e π  ( 𝒙 ) =  P  𝜋 𝒙   =    (  x  π  ( 1 ) ,    x  π  ( 2 ) ,   … ,    x  π  ( m ) )  T  


    𝐝  𝝅  ( 𝒚 ) =   𝐏  𝝅  − 𝟏 𝒚 =   𝐏  𝝅  𝑻 𝒚 =    (   𝐲    𝛑  − 𝟏  ( 𝟏 ) ,     𝐲    𝛑  − 𝟏  ( 𝟐 ) ,   … ,   𝐲    𝛑  − 𝟏  ( 𝐦 ) )  𝑻


  𝐳 =   𝑷  𝝅 𝑨 𝐩   ( 𝐦 𝐨 𝐝   𝟗 𝟕 ) ,     𝐩 =   𝑨  − 𝟏   𝑷  𝝅  𝗧 𝐳   ( 𝐦 𝐨 𝐝   𝟗 𝟕 )


    𝑷  𝝅 𝑨


  𝒊


  𝒏 ᵢ


  𝒑 ᵢ =     𝒏  𝒊  𝑵


  𝒑 ᵢ = 𝟎


  𝑯  ( 𝑿 ) = −   ∑  𝒊 = 𝟎  𝟗 𝟔    𝒑  𝒊   𝐥 𝐨 𝐠  𝟐   𝒑  𝒊 ,       𝒑  𝒊 =     𝒏  𝒊  𝑵


    𝑯  𝐦 𝐚 𝐱 =   𝐥 𝐨 𝐠  𝟐  ( 𝟗 𝟕 ) ≈ 𝟔 . 𝟓 𝟗 𝟗 𝟗   bits


    𝑯  𝐦 𝐚 𝐱


    𝑯  𝐦 𝐚 𝐱


  K =  [    5  17  4  1   8  3  9  7   6  2  12  11   10  13  14  15 ]


   P 1 =  [    45   65      84   69 ] ,     P 2 =  [    77   65      84   73 ] ,       P 3 =  [    75   65      63   18 ]


  K


    P 1


    C 1


   C 1 =  [    5  17     4  1   8  3     9  7      6   10     2   13        12   14     11   15 ] ∙  [    45   65      84   69 ] m o d   97 =  [     ( 5 × 45 ) +  ( 17 × 65 ) +  ( 4 × 84 ) + ( 1 × 69 )    ( 8 × 45 ) +  ( 3 × 65 ) +  ( 9 × 84 ) + ( 7 × 69 )       ( 6 × 45 ) +  ( 2 × 65 ) +  ( 12 × 84 ) + ( 11 × 69 )    ( 10 × 45 ) +  ( 13 × 65 ) +  ( 14 × 84 ) + ( 15 × 69 ) ] =  [    225 + 1105 + 336 + 69   360 + 195 + 756 + 483      270 + 130 + 1008 + 759   450 + 845 + 1176 + 1035 ] m o d   97 =  [    1735   1794      2167   3506 ] m o d   97 ≡  [    86   48      33   14 ] =  [    v   P      A   . ]


    P 2


    P 3


   C 1 =  [    v   P      A   . ] ,    C 2 =  [    X   I      k   & ] ,    C 3 =  [    $   A      o   ? ]


    𝑲  𝜋 ( x ) =  [    0  0     0  1   0  1     0  0      1   0     0   0        0   1     0   0 ]


   C 1 =   K  𝜋 ( x ) ∙    [    v   P      A   . ] =  [    0  0     0  1   0  1     0  0      1   0     0   0        0   1     0   0 ] ∙  [    86   48      33   14 ] =  [    0 + 0 + 0 + 14   0 + 48 + 0 + 0      86 + 0 + 0 + 0   0 + 0 + 33 + 0 ] =  [    14   48      86   33 ] =  [    .   P      v   A ]


   C 2 =   K  𝜋  ( x ) ∙    [    X   I      k   & ] =  [    0  0     0  1   0  1     0  0      1   0     0   0        0   1     0   0 ] ∙  [    56   41      75   6 ] =  [    0 + 0 + 0 + 6   0 + 41 + 0 + 0      56 + 0 + 0 + 0   0 + 0 + 75 + 0 ] =  [    6   41      56   75 ] =  [    &   I      X   k ]


   C 2 =   K  𝜋  ( x ) ∙    [    X   I      k   & ] =  [    0  0     0  1   0  1     0  0      1   0     0   0        0   1     0   0 ] ∙  [    56   41      75   6 ] =  [    0 + 0 + 0 + 6   0 + 41 + 0 + 0      56 + 0 + 0 + 0   0 + 0 + 75 + 0 ] =  [    6   41      56   75 ] =  [    &   I      X   k ]


   C 3 =   K  𝜋  ( x ) ∙    [    $   A      o   ? ] =  [    0  0     0  1   0  1     0  0      1   0     0   0        0   1     0   0 ] ∙  [    4   33      79   31 ] =  [    0 + 0 + 0 + 31   0 + 33 + 0 + 0      4 + 0 + 0 + 0   0 + 0 + 79 + 0 ] =  [    31   33      4   79 ] =  [    ?   A      $   o ]


   C 3 =   K  𝜋  ( x ) ∙    [    $   A      o   ? ] =  [    0  0     0  1   0  1     0  0      1   0     0   0        0   1     0   0 ] ∙  [    4   33      79   31 ] =  [    0 + 0 + 0 + 31   0 + 33 + 0 + 0      4 + 0 + 0 + 0   0 + 0 + 79 + 0 ] =  [    31   33      4   79 ] =  [    ?   A      $   o ]


    𝑲    𝜋  − 1 ( x ) =  [    0  0     1  0   0  1     0  0      0   1     0   0        0   0     1   0 ]


   C 1 =   K    𝜋  − 1 ( x ) ∙    [    .   P      v   A ] =  [    0  0     1  0   0  1     0  0      0   1     0   0        0   0     1   0 ] ∙  [    14   48      86   33 ] =  [    0 + 0 + 86 + 0   0 + 48 + 0 + 0      0 + 0 + 0 + 33   14 + 0 + 0 + 0 ] =  [    86   48      33   14 ] =  [    v   P      A   . ]


   C 2 =   K    𝜋  − 1 ( x ) ∙    [    &   I      X   k ] =  [    0  0     1  0   0  1     0  0      0   1     0   0        0   0     1   0 ] ∙  [    6   41      56   75 ] =  [    0 + 0 + 56 + 0   0 + 41 + 0 + 0      0 + 0 + 0 + 75   6 + 0 + 0 + 0 ] =  [    56   41      75   6 ] =  [    X   I      k   & ]


   C 2 =   K    𝜋  − 1 ( x ) ∙    [    &   I      X   k ] =  [    0  0     1  0   0  1     0  0      0   1     0   0        0   0     1   0 ] ∙  [    6   41      56   75 ] =  [    0 + 0 + 56 + 0   0 + 41 + 0 + 0      0 + 0 + 0 + 75   6 + 0 + 0 + 0 ] =  [    56   41      75   6 ] =  [    X   I      k   & ]


   C 3 =   K    𝜋  − 1 ( x ) ∙    [    ?   A      $   o ] =  [    0  0     1  0   0  1     0  0      0   1     0   0        0   0     1   0 ] ∙  [    31   33      4   79 ] =  [    0 + 0 + 4 + 0   0 + 33 + 0 + 0      0 + 0 + 0 + 79   31 + 0 + 0 + 0 ] =  [    4   33      79   31 ] =  [    $   A      o   ? ]


   [ K ∣   I 4 ]


   [     5  17  4  1   8  3  9  7   6  2  12  11   10  13  14  15   |       1  0  0  0   0  1  0  0   0  0  1  0   0  0  0  1 ] .


   5  − 1 ≡ 39   ( mod   97 )


    R 1 ← 39   R 1


   [     1  81  59  39   8  3  9  7   6  2  12  11   10  13  14  15   |       39  0  0  0   0  1  0  0   0  0  1  0   0  0  0  1 ] .


    R 2 ←   R 2 − 8   R 1


    R 3 ←   R 3 − 6   R 1


    R 4 ←   R 4 − 10   R 1


   [     1  81  59  39   0  34  22  83   0  1  46  68   0  76  6  13   |       39  0  0  0   76  1  0  0   57  0  1  0   95  0  0  1 ] .


   34  − 1 ≡ 20   ( mod   97 )


    R 2 ← 20   R 2


    R 1 ←   R 1 − 81   R 2


    R 3 ←   R 3 −   R 2


    R 4 ←   R 4 − 76   R 2


   [     1  0  18  21   0  1  52  11   0  0  91  57   0  0  31  50   |       12  29  0  0   65  20  0  0   89  77  1  0   5  32  0  1 ] .


   91  − 1 ≡ 16   ( mod   97 )


    R 3 ← 16   R 3


    R 1 ←   R 1 − 18   R 3


    R 2 ←   R 2 − 52   R 3


    R 4 ←   R 4 − 31   R 3


   [     1  0  0  95   0  1  0  20   0  0  1  39   0  0  0  5   |       85  66  3  0   28  73  41  0   66  68  16  0   93  58  86  1 ] .


   5  − 1 ≡ 39   ( mod   97 )


    R 4 ← 39   R 4


    R 1 ←   R 1 − 95   R 4


    R 2 ←   R 2 − 20   R 4


    R 3 ←   R 3 − 39   R 4


   [     1  0  0  0   0  1  0  0   0  0  1  0   0  0  0  1   |       64  31  18  78   44  35  85  93   39  23  63  31   38  31  56  39 ] .


    K  − 1 =  [    64  31  18  78   44  35  85  93   39  23  63  31   38  31  56  39 ]   ( mod   97 ) .


    𝐩 1 =   K  − 1   𝐜 1   ( mod   97 ) =    ( 45 , 65 , 84 , 69 )  𝖳


    𝐩 2 =   K  − 1   𝐜 2   ( mod   97 ) =    ( 77 , 65 , 84 , 73 )  𝖳


    𝐩 2 =   K  − 1   𝐜 2   ( mod   97 ) =    ( 77 , 65 , 84 , 73 )  𝖳


    𝐩 3 =   K  − 1   𝐜 3   ( mod   97 ) =    ( 75 , 65 , 63 , 18 )  𝖳


    𝐩 3 =   K  − 1   𝐜 3   ( mod   97 ) =    ( 75 , 65 , 63 , 18 )  𝖳


    H  m a x = l o g ₂ ( 97 ) ≈ 6 . 5999


   [    17  22  11   8  3  5   14  9  7 ]


   [    12  45  7   23  56  78   34  90  11 ]


   [    42  15  61   7  26  89   83  19  17 ]


   [    5  17     4  1   8  3     9  7      6   10     2   13        12   14     11   15 ]


   [    21  15     33  76   40  67     55  80      19   37     45   28        11   84     72   65 ]


   [    17  31     42  25   36  18     21  8      58   49     65   72        41   15     12   29 ]


   [    5  17     4  1  9   8  3     9  7  6      6   10   7     2   13   8        12  11  3      14  15  5      6  9  2 ]


   [    11  3     7  2  14   6  5     9  10  1      8   2   7     13   6   9        4  15  12      11  8  3      10  5  13 ]


   [    35  20     11  75  23   54  44     25  67  80      64   28   46     27   37   78        62  88  92      87  90  34      65  54  29 ]


  l o g ₂ ( 97 ) ≈ 6 . 5999


  l o g ₂ ( 97 )   =   6 . 5999


    P  𝜋


  A ∈ G L ₙ ( F ₉ ₇ )


  p


  𝐳 =   P  𝜋 A 𝐩 = M 𝐩 ,         M =   P  𝜋 A ∈   G L  n (   𝔽 97 )


  p ₁ , … , p ₙ


  z ₁ , … , z ₙ


  X = [ p ₁   ⋯   p ₙ ]


  Z = [ z ₁   ⋯   z ₙ ]


  M = Z   X  − 1 ,         d e t ( X ) ≠ 0


   |   G L  n (   𝔽 97 ) | = (  97  n − 1 ) (  97  n − 97 ) ⋯ (  97  n −  97  n − 1 )


  G L ₙ ( F ₉ ₇ )


    P  𝜋 A

